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|. Introduction

The Office of Foreign Assets Control (OFAC) administers a series of
laws that impose economic sanctions against hostile targets to further
U.S. foreign policy and national security objectives. Economic sanctions
are powerful foreign policy tools. Their success requires the active par-
ticipation and support of U.S. companies. Theuseof sanctionsby theU.S.
goes back to the earliest days of the Republic through trade embargoes,
blocked assets controls, and other commercial and financial restrictions.
Many of them have been multilateralized within the global community
against pariah countries, aswell asbeing used agai nst groups, such asnar-
coticstraffickers and terrorists, who threaten the security, economy, and
safety of the United States. Management of sanctionson the U.S. sideis
entrusted to the Secretary of the Treasury.

While OFAC isresponsible for promulgating, developing, and adminis-
tering the sanctions for the Secretary under eight basic statutes, other
regulatory agencies, including Export Enforcementin Commerceand the
U.S. Customs Service, cooperate in ensuring corporate compliance with
the Regulations.

OFAC has designed this brochure to provide convenient, concise, up-to-
date, helpful information about its programs, including information on
the laws and regulations OFAC administers. We have tried to be com-
plete and accurate. We must caution readers, however, that there is no
substitute for reading the actual statutes, regulations, and other docu-
mentsthat apply. Those are controlling in the event of any inconsistency
with material in this brochure.

II. OFAC L aws, Embargoed Countries, and
Criminal Penalties

A—Trading With the Enemy Act, 50 U.S.C. App. 88 1-44 (“TWEA”)
[North Korea, Cuba, Transaction Control Regulations] provides for ten
years imprisonment, a USD1,000,000 fine for corporations, and a
$100,000 finefor individuals, aswell asforfeiture of fundsor other prop-
erty involvedinviolations[Inaddition, 18 U.S.C. § 3571 providesthat or-
ganizations or individuals convicted of violating a criminal statute may
befined the greater of the amount specified in the statute, or twicethe pe-
cuniary gain or loss from the violation and that individuals may befined
$250,000 for felonies];

B—International Emergency Economic Powers Act, 50 U.S.C. 88 1701-
06 (“IEEPA”) [Libya, Irag, Serbia & Montenegro and Bosnia, UNITA,
Sudan, Iran, Terrorism, Narcotics, Nonproliferation, the Taliban, and
Burma] provides for ten years imprisonment, and a USD50,000 fine for
corporationsand individuals[In addition, 18 U.S.C. § 3571 providesthat
organizationsor individuals convicted of violating acriminal statute may
befined the greater of the amount specified in the statute, or twicethe pe-
cuniary gain or loss from the violation, or $500,000 for felonies and that
individuals may be fined $250,000 for felonies];

C—lragi Sanctions Act, Pub.L. 101-513, 104 Stat. 2047-55 (“ISA")
[Irag] providesfor twelve yearsimprisonment and a USD1,000,000 cor-
porate or persona fine [In addition, 18 U.S.C. § 3571 provides that or-
ganizations or individuals convicted of violating a criminal statute may
befined the greater of the amount specified in the statute, or twicethe pe-
cuniary gain or loss from the violation];

D—United NationsParticipation Act, 22 U.S.C. § 287¢ (“UNPA”") [Iraq,
Libya(part), UNITA, Serbia& Montenegro and Bosnia] providesfor ten
years imprisonment, a $10,000 crimina fine for corporations and indi-
viduals, and criminal forfeiture of fundsor other property involvedinvio-
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lations[In addition, 18 U.S.C. 8 3571 providesthat organizationsor indi-
viduals convicted of violating acriminal statute may be fined the greater
of the amount specified in the statute, or twice the pecuniary gain or loss
from the violation, or $500,000 for felonies and that individuals may be
fined $250,000 for felonies];

E—International Security and Development Cooperation Act
(“ISDCA") codified at 22 U.SC 2349 aa-9 (Iran) has no criminal penal-
ties, but general Customsand other rel evant penalty provisionsmay apply
to particular circumstances;

F— The Cuban Democracy Act (“CDA"), 22 U.S.C. § 6001-10 [relating
to Cuba] has the same fines as TWEA above;

G— TheCuban Liberty and Democratic Solidarity (LIBERTAD) Act, 22
U.S.C. 6021-91, [relating to Cuba] has the same fines as TWEA above
and codifies the Cuban Assets Control Regulations;

H— The Antiterrorism and Effective Death Penalty Act, (enacting 8
U.S.C. 219, 18 U.S.C. 2332d and 18 U.S.C. 2339b) [Cuba, North Korea,
Iran, Iraq, Libya, Syria and Sudan] provides for criminal penalties of
$500,000 per count against corporations, and ten years imprisonment
and/or $250,000 per count for individuals, for willful violations;

|— TheForeign NarcoticsKingpin Designation Act, Pub L. No. 106-120,
tit. VIII, 113 Stat 1606, 1626-1636 (1999) (to be codified at 21 U.S.C. 88
1901-1908) provides for criminal penalties of $10,000,000 per count
against corporations, and thirty years imprisonment and/or $5,000,000
per count for individuals, for wilful violations;

J—TheCriminal Codeat 18 U.S.C. § 1001 providesfor fiveyearsimpris-
onment and aUSD10,000 criminal finefor knowingly making false state-
mentsor falsifying or concealing material factswhen dealing with OFAC
in connection with matters under its jurisdiction.

[11. Civil Penalties

OFAC hasauthority toimposecivil penatiesfor violationsunder [IEEPA
(USD11,000), TWEA (USD55,000), the Iragi Sanctions Act
(USD275,000), and the Foreign Narcotics Kingpin Designation Act
(USD1,000,000), as well as for banking transactions under the Antiter-
rorism Act. Each set of regulations contains procedures for Civil Penal-
tiesin Sections 701 through 706 of the pertinent regul ations. Over the past
severa years, OFAC has had to impose millions of dollarsin civil penal-
ties involving payments and exports. The majority of the fines resulted
from illegal transfers referencing targeted countries or SDNs. When it
comesto OFAC' sattention that anillicit transaction hasoccurred, OFAC
normally sends an administrative demand for information, called a“602
letter” to the exporter requesting an explanation of the transaction. Upon
receipt of aresponse to this letter, the case may be referred to the Civil
Penalties Division, which issues a “ Prepenalty Notice” citing the viola-
tion and stating the amount of the proposed penalty. Theexporter then has
thirty daysto make awritten presentation as to why a penalty should not
beimposed, or, if imposed, why it should bein alesser amount than pro-
posed. It iscritical to answer such “Prepenalty Notices” since failure to
respond may result in default judgements levying maximum fines. Miti-
gating factorsin Civil Penalty proceduresinclude self-disclosure, theuse
and sophistication of interdict software, and other complianceinitiatives.
TWEA Civil Penalty and forfeiture proceedings include the opportunity
for an administrative hearing and pre-hearing discovery prior to imposi-
tion of apenalty or forfeiture.
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V. Electronic I nformation

All of OFAC's program “brochures,” as well as SDN information, are
available free in downloadable camera-ready Adobe Acrobate “*.PDF’
format over the Treasury Department’'s World Wide Web Server.
OFAC's Home Page site is <http://www.treas.gov/ofac>. The Page
also contains a self-extracting ASCI| file of the SDN listin DOS, delim-
ited, fixed-field, and country-specific versions, a free Adobe Acrobat
Readere to view and print “*.PDF” files, accessto all OFAC-related Ex-
ecutive Orders, U.N. Resolutions, statutes, regulations, and the Code of
Federal Regulations as well as to brochures in ASCII format, and to
OFAC’s extended electronic information reading room at GPO
(FAC_MISC). All of OFAC’s “forms,” including its Annual Report on
Blocked Property, Cuban Remittance Affidavit, and license application
areelectronically available onthe site. Whenever thereisachangein any
of thedataon OFAC’ sHome Page, the[ DATE] changeson theface of the
Page; users can automate their compliance by structuring their Internet
connection to use a Web browser to watch for that date change, check a
“What's new?’ file to get the details about changes, and download
OFAC's latest information. There is also a separate date-indicator for
OFAC’'s SDN list. Call OFAC Compliance at 1-800-540-6322 with any
questions. OFAC also operates afree automated fax-on-demand service,
which can be accessed 24 hours a day, seven days a week, by diaing
202/622-0077 from any touchtone phone and following voice prompts.
OFA C documentskept up to date on the system include program and gen-
eral brochures, listings of Specialy Designated Nationals and Blocked
Persons, including changesto thelistings, licensing guidelines, and Fed-
eral Register notices (including notices filed, but not yet printed in the
Federal Register). The*“Index of Available Documents’” is date-specific.
The U.S. Commerce Department operates a monthly subscription CD-
Rom service (the National Trade Data Bank) with OFAC datain ASCI|
format (call 202/482-1986 for information). The free Federal Bulletin
Board of the U.S. Government Printing Office, which is linked to the
Federal Register and Code of Federal Regulations, carriesall OFAC bro-
churesin ASCII and Adobe/Acrobat “* .PDF” format, aswell astheentire
Code of Federal Regulations containing OFAC regulations, all Federal
Register noticesthat OFAC putsout, and OFAC’ sextended electronicin-
formationreading room (filelibrary FAC_MISC). For information onthe
Federal Bulletin Board call 202/512-1530 or dial 202/512-1387 to con-
nect. The information is also available over the Internet via GPO AC-
CESS at <fedbbs.access.gpo.gov>. The U.S. Maritime Administration’s
Web site at <http://marad.dot.gov> contains a special link to OFAC's
brochures and information, including a flashing indicator of late-
breaking updates. The U.S. Customs Service maintains a free Customs
Electronic Bulletin Board geared especially toward Customs House Bro-
kers (OFAC’sinformation is available as a date-specific self-extracting
DOSfile, “OFAC* .EXE” under “Files,” and then “Customs Extral,” via
theInternet at <http://209.122.8.97> or “ cebb.customs.treas.gov.” Major
announcements are al so distributed to U.S. financial institutions through
Fedwirebulletinsand CHIPS system broadcasts, aswell asin printed for-
mat through the various Federal bank supervisory agencies. Numerous
other industry groups link to OFAC’ swebsite, among them: the Interna-
tional Financial Services Association (<http://www.intlbanking.org>),
the International Banking Operations Association
(<http://www.iboa.com>), the National Association of Securities Deal-
ers (<http://www.nasdr.com>), the Securites and Exchange Commission
(<http://www.sec.gov>), the Securities Industry Association
(<http://www.sia.com>), the American Society of Travel Agents
(<http://www.astanet.com>), the Institute of Real Estate Management
(<http://www.irem.org>), and the Commercia Investment Real Estate
Ingtitute (<http://www.cre.org>). It should be noted that OFAC hasaMi-
ami branch office (909 Southeast First Avenue, Suite 735A) with a spe-
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cial bi-lingual hotline relating to information about the Cuban embargo;
that hotline number is 305/810-5170.

V. Terminology

There are anumber of key phrases which consistently reappear in Treas-
ury sanctions:

A—Blocking

Also called “freezing,” thisisaform of controlling assets under U.S. ju-
risdiction. While title to blocked property remains with the designated
country or national, theexerciseof thepowersand privilegesnormally as-
sociated with ownershipis prohibited without authorization from OFAC.
Blocking immediately imposes an across-the-board prohibition against
transfers or transactions of any kind with regard to the property.

B—Blocked Account

An account with respect to which payments, transfers, withdrawals or
other dealingsmay not be made except aslicensed by OFAC or otherwise
authorized by the Treasury Department. Debits are prohibited, however,
credits are authorized.

C—=General License
A regulatory provision authorizing certain transactions without thefiling
of an applicationwith OFAC. Itstermsarelisted in the appropriate Regu-
lations. The concept is similar in meaning to that employed by the U.S.
Department of Commerce. For questions about general licenses, contact
OFAC at 202/622-2520

D—Specific License

A permitissued by OFAC on acase-by-case basisto aspecificindividual
or company allowing an activity that would otherwise be prohibited by
the embargo or sanctions program. OFAC specific licenses, which may
take the form of alicense or aletter, are alwaysissued on U.S. Treasury
Department stationary. Applications must be presented in an original let-
ter, signed by the applicant, which has been mailed or otherwise physi-
cally deliveredto OFAC. Fax applicationsarestrongly discouraged. Each
license or |etter of authorization bears a control number that can be veri-
fied by calling OFAC Licensing at 202/622-2480.

E—Offset

Exerciseof theright to net out mutual indebtedness. Offset isaprohibited
transfer of frozen assetsin situations of blocked property. When foreign
assets held by an American company (including a bank) are frozen, the
assetsand any claimswhich the American company may haveagainst the
foreign owner are kept separate.

F—Property

Anything of value. Examples of property include: money, checks, drafts,
debts, obligations, notes, warehouse recei pts, billsof sale, evidencesof ti-
tle, negotiable instruments, trade acceptance, contracts, goods, wares,
nerchandise, chattels, stocks on hand, ships, goods on ships, and anything
elsereal, personal, or mixed, tangible or intangible, “or interest or inter-
eststherein, present, future, or contingent.” Likewise, “ property interest”
is defined as any interest whatsoever, direct or indirect.

G—Person Subject to the Jurisdiction of the United States

The universe which must comply with OFAC regulations. It includes
American citizens and permanent resident aliens wherever they are lo-
cated; individuals and entities located in the United States (including all
foreign branches, agencies, rep offices, etc.); corporations organized un-
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der U.S. law, including foreign branches; and (under TWEA based sanc-
tions) entities owned or controlled by any of the above, the most
important being foreign-organized subsidiaries of U.S. corporations.

H—Specially Designated Nationals and Blocked Persons
Individual sand entitieswhich are owned or controlled by, or acting for or
on behalf of, the Governments of target countries or are associated with
international narcoticstrafficking or terrorism. Theseindividualsand en-
tities are listed on the Treasury Department’s Specially Designated Na-
tionalsand Blocked Personslist so that persons subject to thejurisdiction
of the United Stateswill know that they are prohibited from dealing with
them and that they must block all property within their possession or con-
trol in which these individuals and entities have an interest.

|—Census

Comprehensive statistical survey of blocked assets conducted from time
to time by OFAC. Response is mandated by law. The information ob-
tained from the survey is of vital importanceto the U.S. Government for
foreign policy planning purposes, to assist Treasury inthe preservation of
blocked assets, and to enhance their value for U.S. claimants, including
financial institutions.

V1. Corporate Responsibility by Country

A—CUBA
Cuban Assets Control Regulations (31 C.F.R. Part 515)

The Cuban Assets Control Regulations, 15 CFR Part 515 (the “Regula
tions”) were issued by the U.S. Government on 8 July 1963 under the
Trading With the Enemy Act in response to certain hostile actions by the
Cuban government. They are still in force today and affect all U.S. citi-
zens and permanent residents wherever they are located, all people and
organizations physically in the United States, and all branches and sub-
sidiariesof U.S. organi zationsthroughout theworld. TheRegulationsare
administered by the U.S. Treasury Department’ sOffice of Foreign Assets
Control. Thebasic goal of the sanctionsis to isolate the Cuban govern-
ment economically and depriveit of U.S. dollars. Criminal penaltiesfor
violating the sanctions range up to 10 yearsin prison, $1,000,000 in cor-
porate fines, and $250,000 in individua fines. Civil penalties up to
$55,000 per violation may also beimposed. Please note that the Regula
tions require those dealing with Cuba to maintain records and, upon re-
quest from the U.S. Treasury Department, to furnish information
regarding such dealings.

« EXPORTING TO CUBA - Except for publications, other informa-
tional materials (such as CDsand works of art), certain donated food, and
certain goods licensed for export by the U.S. Department of Commerce
(such asmedicine and medical supplies, food, and agricultural commodi-
ties), no products, technology, or services may be exported from the
United Statesto Cuba, either directly or through third countries, such as
Canada or Mexico. This prohibition includes dealing in or assisting the
sale of goods or commoditiesto or from Cuba, even if done entirely off-
shore. Such brokering is considered to be dealing in property in which
Cubahasaninterest. Provision of consulting servicesisalso prohibited.
Thus, no U.S. citizen or permanent resident alien, wherever located, and
no foreign subsidiary or branch of aU.S. organization may export prod-
ucts, technology, or servicesto Cubaor to any Cuban national, wherever
they may belocated, or broker the sale of goodsor commaoditiesto or from
Cubaor any Cuban national.

The Commerce Department may authorize the sale and export of food
and agricultural commodities (including fertilizers, seeds, pesticides, in-
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secticides, and herbicides) to independent nongovernmental entities (in-
cluding religious groups and private sector undertakings such as family
restaurants and private farmers) in Cuba. Although certain sales may be
licensed, U.S. banks are not authorized to provide trade financing for the
transactions.

Section 1705(b) of the Cuban Democracy Act (the“CDA") provides for
donations of food to independent non-governmental organizations or in-
dividuals in Cuba. Shipments of food can be donated to non-
governmental organizationsfromtheU.S. or from third countrieswithout
the need for alicense from the U.S. government. Under Section 1705(c)
of the CDA, exports of medicines and medical supplies are allowed, but
reguirealicenseissued by the U.S. Commerce Department. The Act spe-
cifically provides that payments to Cuba involving telecommunications
may be made pursuant to specific license. In the mid-1970s, Section
515.559 was added to the Regulationsto allow OFAC to license foreign
subsidiaries of U.S. firmsto conduct trade in commodities with Cuba so
long as severa specific criteriawere met. Section 1706(a) of the CDA,
however, prohibits theissuance of alicense that would have been issued
pursuant to § 515.559, except where a contract was entered into prior to
enactment of the CDA or where the exports at issue are medicines or
medical supplies.

Unlessotherwiseauthorized, no vessel carrying goodsor passengersto or
from Cubaor carrying goods in which Cubaor a Cuban national has any
interest may enter a U.S. port. The prohibition also applies to vessels
which enter only to take on fuel and supplies (bunker), whether from U.S.
fuel providers within the port limits or at offshore points, aswell asves-
selsdischarging or |oading merchandise offshore, by lighter or otherwise.
In addition, vessels which enter aport or place in Cubato engage in the
trade of goods or services are prohibited from loading or unloading any
freight at any placeintheU.S. for 180 days. Prohibited entry doesnot ap-
ply to vessels engaging in trade with Cuba authorized by license or ex-
empt from the Regulations (e.g., vessels carrying donations of food to
nongovernmental organizations or individuals).

« IMPORTING CUBAN-ORIGIN GOODSOR SERVICES- Goods
or services of Cuban origin may not beimported into the United Statesei-
ther directly or through third countries, such as Canada or Mexico. The
only exceptions are: $100 worth of Cuban merchandise which may be
brought into the United States as accompanied baggage by authorized
travelers arriving from Cuba; publications, artwork, or other informa-
tional materials; merchandise other than tobacco or alcohol and not in
commercial quantities carried as accompanied baggage by foreign per-
sonslegally entering the United States; and merchandise for which aspe-
cific license has been received.

+ TRANSACTIONSINVOLVING PROPERTY IN WHICH CUBA
OR A CUBAN NATIONAL HASAN INTEREST - In addition to the
prohibitions on exports to and imports from Cuba, the Regulations pro-
hibit any person subject to U.S. jurisdiction from dealing in any property
inwhich Cubaor aCuban national hasaninterest. Under the Regulations,
“property” includes but is not limited to contracts and services. For ex-
ample, unless otherwise authorized, persons subject to U.S. jurisdiction
(including U.S. overseas subsidiaries) may not purchase Cuban cigarsin
Mexico; may not sign acontract withaU.K. firmif the contract termsin-
clude Cuba-related provisions (even if those provisions are contingent
upon the lifting of the embargo); and may not provide accounting, mar-
keting, sales, or insurance services to a Cuban company or to a foreign
company with respect to the foreign company’s Cuba-related business.
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« SPECIALLY DESIGNATED NATIONALS -The Regulations pro-
hibit buying from or selling to Cuban national s whether they are physi-
cally located on theisland of Cubaor doing business el sewhere on behal f
of Cuba. Individuals or organizations who act on behalf of Cuba any-
whereintheworld are considered by the U.S. Treasury Department to be
“Specially Designated Nationals” of Cuba. A non-exhaustivelist of their
namesis published in the Federal Register, an official publication of the
U.S. Government. Thislist may be obtained by calling the Office of For-
eign Assets Control at 202/622-2490. The listing, however, is a partial
oneand any individual or organization subject to U.S. jurisdiction engag-
ing in transactions with foreign nationals must take reasonable care to
make certain that such foreign national s are not acting on behalf of Cuba.
Individual s and organizations subject to U.S. jurisdiction who violate the
Regulations by transacting businesswith Specially Designated Nationals
of Cuba are subject to criminal prosecution or civil monetary penalties.

+ ACCOUNTSAND ASSETS-Thereisatotal freeze on Cuban assets,
both governmental and private, and on financial dealings with Cuba; all
property of Cuba, of Cuban nationals, and of Specially Designated Na-
tionals of Cubain the possession or control of persons subject to U.S. ju-
risdiction is “blocked.” Any property in which Cuba has an interest
which comes into the United States or into the possession or control of
personssubject to U.S. jurisdiction isautomatically blocked by operation
of law. Banks receiving unlicensed wire transfer instructions in which
thereisaCuban interest, or any instrument in which thereisaCuban in-
terest, must freeze the funds on their own books or block the instrument,
regardless of origin or destination. “Suspense accounts” are not permit-
ted. Blocking imposes acomplete prohibition against transfers or trans-
actions of any kind. No payments, transfers, withdrawals, or other
dealings may take place with regard to blocked property unless author-
ized by the Treasury Department. Banks are permitted to take normal
service charges. Blocked deposits of funds must be interest-bearing.
“Set-offs” are not allowed.

Persons subject to U.S. jurisdiction are required to exercise extreme cau-
tion in order not to knowingly involve themselvesin unlicensed transac-
tionsinwhich Cubahasan interest. Except as authorized, no bank in the
U.S. or overseasbranch or subsidiary of aU.S. bank may advisealetter of
credit involving Cuba nor may it process documents referencing Cuba.
All such*“ property” must be blocked assoon asit comeswithinthebank’s
possession or control. All personsin possession of blocked property are
reguired to register with the Office of Foreign Assets Control. Persons
subject to U.S. jurisdiction who engage in any commercial dealings that
involve unauthorized trade with Cuba, either directly or indirectly, risk
substantial monetary penalties and criminal prosecution.

« SENDING GIFTS - Gift parcels may be sent or carried by an author-
ized traveler to an individual or to areligious, charitable, or educational
organization in Cubafor the use of the recipient or of therecipient’sim-
mediate family (and not for resale), subject to the following limitations:
thecombined total domesticretail valueof all itemsin the parcel must not
exceed $200 (with the exception of donationsof food, whicharenot sore-
stricted); not more than one parcel may be sent or given by the same per-
soninthe U.S. to the samerecipient in Cubain any one calendar month;
and the content must belimited tofood, vitamins, seeds, medi cines, medi-
cal suppliesand devices, hospital suppliesand equipment, equipment for
the handicapped, clothing, personal hygieneitems, veterinary medicines
and supplies, fishing equipment and supplies, soap-making equipment, or
certain radio equipment and batteriesfor such equipment. Organizations
that consolidate and send multiple gift parcels in single shipments must
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obtain avalidated licensefrom the U.S. Department of Commerce. Each
gift parcel inthesingle shipment must meet commodity, dollar-value, and
frequency limitations. |f aparcel being shipped or carried to Cubafailsto
meet these standards, it is subject to seizure by the U.S. Government.

» CUBA-RELATED TRAVEL TRANSACTIONS - Only persons

whose travel falls into the categories discussed below are authorized to
spend money related to travel to, from, or within Cuba. Personslicensed
to engageintravel-rel ated transactionsin Cubamay spend up to the State
Department Travel Per Diem Allowance for Havana, Cuba (currently
$183 per day) for purchases directly related to travel in Cuba, such asho-
tel accommodations, meals, local transportation, and goods personally
used by thetraveler in Cuba (travel ers can check the current per diemrate
on the Internet at <http://www.state.gov/www/perdiems/index.html>).
Most licensed travelers may al so spend additional money for transactions
directly related to the activitiesfor which they received their license. For
example, journalists traveling in Cuba under the journalism general li-
cense (described below) may spend money over and abovethecurrent per
diem for extensive local transportation, the hiring of cable layers, and
other coststhat are directly related to covering astory in Cuba. Licensed
travelers may also spend an additional $100 on the purchase of Cuban
merchandiseto be brought back with them to the United States asaccom-
panied baggage, but this$100 authorization may be used only oncein any
6-month period. Purchasesof servicesunrelatedtotravel or alicensed ac-
tivity, such as non-emergency medical services, are prohibited. The pur-
chaseof publicationsand other informational materialsisnot restricted.

General license: The following categories of travelers are permitted to
spend money for Cuban travel and to engagein other transactionsdirectly
incident to the purpose of their travel under ageneral license without the
need to obtain special permission from the U.S. Treasury Department:

* Official Government Travelers - U.S. and foreign government officials,
including representatives of international organizations of which the
United Statesis amember, who are traveling on official business.

* Persons regularly employed as journalists by a news reporting organiza-
tion and persons regularly employed as supporting broadcast or techni-
cal personnel who travel to Cubato engagein journalistic activities.

* Personswho are traveling to visit close relativesin Cubain circum-
stances of humanitarian need. This authorization is valid without a spe-
cific license from the Office of Foreign Assets Control only once every
twelve months. Personstraveling under this general license may not
spend money on transactions that will cause them to exceed the current
per diem allowance.

* Full-time professionals whose travel transactions are directly related to
professional research in their professional areas, provided that their re-
search (1) is of anoncommercial, academic nature; (2) comprises afull
work schedule in Cuba; and (3) has a substantial likelihood of public
dissemination.

* Full-time professionals whose travel transactions are directly related to
attendance at professional meetings or conferences in Cuba organized
by an international professional organization, institution, or association
that regularly sponsors such meetings or conferences in other countries.
The organization, institution, or association sponsoring the meeting or
conference may not be headquartered in the United States unless it has
been specifically licensed to sponsor the meeting. The purpose of the
meeting or conference cannot be the promotion of tourism in Cuba or
other commercial activitiesinvolving Cuba, or to foster production of
any biotechnological products.
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* Amateur or semi-professional athletes or teams traveling to participate
in Cubain an athletic competition held under the auspices of therele-
vant international sports federation. The athletes must have been se-
lected for the competition by the relevant U.S. sports federation, and
the competition must be one that is open for attendance, and in relevant
situations participation, by the Cuban public.

Specificlicensesfor educational institutions: Specific licensesauthor-
izing travel transactions related to certain educational activities by any

students or employees affiliated with alicensed academic institution may
beissued by the Office of Foreign Assets Control. Suchlicensesareonly
available to U.S. academic institutions accredited by an appropriate na-
tional or regional accrediting association, and such licenses must be re-
newed after a period of two years. Once an academic institution has
applied for and received such a specific license, the following categories
of travelers affiliated with that academic institution are authorized to en-
gage in travel-related transactions incident to the following activities
without seeking further authorization from the Office of Foreign Assets
Control:

* Undergraduate or graduate students participating in a structured educa-
tional program as part of a course offered at alicensed college or uni-
versity. Students planning to engage in such transactions must carry a
letter from the licensed institution stating 1) the ingtitution’s license
number, 2) that the student is enrolled in an undergraduate or graduate
degree program at the ingtitution, and 3) that the travel is part of an
educational program of the institution.

*

Persons doing noncommercial Cuba-related academic research in Cuba
for the purpose of qualifying academically as aprofessiona (e.g., re-
search toward a graduate degree). Students planning to engage in such
transactions must carry aletter from the licensed institution stating 1)
the ingtitution’ s license number, 2) that the student isenrolled in a
graduate degree program at the ingtitution, and 3) that the Cubare-
search will be accepted for credit toward that graduate degree.

* Undergraduate or graduate students participating in aformal course of
study at a Cuban academic institution, provided the Cuban study will
be accepted for credit toward a degree at the licensed U.S. institution.
A student planning to engage in such transactions must carry aletter
from the licensed U.S. institution stating 1) the institution’ s license
number, 2) that the student is currently enrolled in an undergraduate or
graduate degree program at the ingtitution, and 3) that the Cuban study
will be accepted for credit toward that degree.

* Persons regularly employed in ateaching capacity at alicensed college
or university who plan to teach part or al of an academic program at a
Cuban academic institution. Anindividual planning to engage in such
transactions must carry aletter from the licensed institution stating 1)
the ingtitution’ s license number, and 2) that the individual is regularly
employed by the licensed institution in ateaching capacity.

* Cuban scholars teaching or engaging in other scholarly activitiesat ali-
censed college or university in the United States. Licensed ingtitutions
may sponsor such Cuban scholars, including payment of a stipend or
sdary.

* Secondary school students participating in educational exchanges spon-
sored by Cuban or U.S. secondary schools and involving the students’
participation in aformal course of study or in a structured educational
program offered by a secondary school or other academic institution
and led by ateacher or other secondary school official. A reasonable
number of adult chaperones may accompany the studentsto Cuba. A
secondary school group planning to engage in such transactionsin
Cuba must carry aletter from the licensed secondary school sponsoring
the trip stating 1) the school’ s license number, and 2) the list of names
of al personstraveling with the group.
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* Full-time employees of alicensed institution organizing or preparing
for the educational activities described above. An individual engaging
in such transactions must carry aletter from the licensed institution
stating 1) the ingtitution’ s license number, and 2) that the individual is
regularly employed there.

Specificlicensesfor religiousorganizations: Specific licenses author-

izing travel transactions related to religious activities by any individuals
or groups affiliated with areligious organization may beissued by the Of -
fice of Foreign Assets Control. Such licensesare only availabletorelig-
ious organi zations|ocated in the United States, and such licenses must be
renewed after aperiod of two years. Onceareligiousorganization hasap-
plied for and received such aspecificlicense, travel ers affiliated with that
religious organization are authorized to engage in travel-related transac-
tionsincident to afull-time program of religious activitiesin Cuba under
theauspicesof thelicensed religiousorgani zation without seeking further
authorization from the Office of Foreign Assets Control. Individuals
planning to engage in such transactions must carry a letter from the li-
censed religious organization stating 1) the organization's license
number, 2) that they are affiliated with the licensed organization, and 3)
that they aretraveling to Cubato engagein religious activities under the
auspices of the licensed organization.

Other specificlicenses: Specific licensesmay beissued by the Office of
Foreign Assets Control on a case-by-case basis authorizing travel trans-
actions by thefollowing categories of personsin connection with thefol-
lowing activities:

* Humanitarian Travel - (1) persons, and persons traveling with them
who share acommon dwelling with them, traveling to Cuba more than
once in atwelve-month period to visit close relatives in cases involving
humanitarian need; (2) persons traveling to Cubato accompany li-
censed humanitarian donations (other than gift parcels) or exempt do-
nations of food; (3) persons traveling in connection with activities of
recognized human rights organizations investigating specific human
rights violations; and (4) persons whose travel transactions are directly
related to certain humanitarian projectsin or related to Cubathat are
designed to directly benefit the Cuban people. Licenses authorizing
transactions for multiple trips over an extended period of time are avail-
able for travel under (3) and (4) above.

*

Free-Lance Journalism - Persons with a suitable record of publication
who are traveling to Cubato do research for afree-lance article. Li-
censes authorizing transactions for multiple trips over an extended pe-
riod of time are available for applicants demonstrating a significant
record of free-lance journalism.

* Professional Research and Professional Meetings - Persons traveling to
Cubato do professional research or to attend a professional meeting
that does not meet the requirements of the relevant general license (de-
scribed above). Licenses authorizing transactions for multiple trips
over an extended period of time are available.

* Educational Activities - Persons traveling to engage in educational ac-
tivities that are not authorized pursuant to an academic ingtitution's
specific license, including educational exchanges not involving aca-
demic study pursuant to a degree program when those exchanges take
place under the auspices of an organization that sponsors and organizes
such programs to promote peopl e-to-peopl e contact.

* Religious Activities - Persons traveling to Cubato engage in religious
activities that are not authorized pursuant to areligious organization's
specific license. Licenses authorizing transactions for multiple trips
over an extended period of time are available.

* Public Performances, Clinics, Workshops, Athletic and Other Competi-
tions, and Exhibitions - Persons traveling to participate in a public per-
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formance, clinic, workshop, athletic or other competition (that does not
meet the requirements of the general license described above), or exhi-
bition. The event must be open for attendance, and in relevant situa-
tions participation, by the Cuban public, and al profits from the event
after costs must be donated to an independent nongovernmental organi-
zation in Cubaor aU.S.-based charity, with the objective, to the extent
possible, of promoting people-to-peopl e contacts or otherwise benefit-
ting the Cuban people.

* Activities of Private Foundations or Research or Educational Institu-
tions - Persons traveling to Cuba on behalf of private foundations or re-
search or educational institutes that have an established interest in
international relations to collect information related to Cuba for non-
commercial purposes. Licenses authorizing transactions for multiple
trips over an extended period of time are available.

* Exportation, Importation, or Transmission of Information or Informa-
tional Materials - Persons traveling to engage in activities directly re-
lated to the exportation, importation, or transmission of information or
informational materials.

* Licensed Exportation - Persons traveling to Cuba to engage in activities
directly related to marketing, sales negotiation, accompanied delivery,
or servicing of exports of health care products or other exports that may
be considered for authorization under existing Department of Com-
merce regulations and guidelines with respect to Cuba or engaged in by
U.S.-owned or -controlled foreign firms.

Applyingfor aspecificlicense: Personswishingtotravel to Cubaunder
a specific license should send a letter specifying the details of the pro-
posed travel, including any accompanying documentation, to Steven Pin-
ter, Chief of Licensing, Office of Foreign Assets Control, U.S.
Department of the Treasury, 1500 PennsylvaniaAve., NW, Washington,
DC 20220. Academic institutions wishing to obtain one of the two-year
specific licenses described above should send aletter to the same address
reguesting such alicense and establishing that theinstitution isaccredited
by an appropriate national or regional accrediting association. Religious
organi zations wishing to obtain one of the two-year specific licenses de-
scribed above should send al etter to the same addressrequesting such ali-
censeand setting forth examplesor religiousactivitiesto beundertakenin
Cuba.

Provision of travel services: U.S.travel serviceproviders, such astravel
agents and tour operators, who handle travel arrangements to, from, or
within Cuba must hold special authorizations from the Office of Foreign
Assets Control to engage in such activities. These authorizationsareis-
sued based on written applications from the service providers, subject to
appropriate checks by the Treasury Department. A traveler should not
use any travel service provider that does not hold valid Treasury authori-
zation. If in doubt about the status of a service provider’s authorization,
travelers should call the Office of Foreign Assets Control at 305/810-
5140. Only carrier service providersthat have been authorized by OFAC
may operate direct humanitarian passenger charter flights between Mi-
ami and Havana.

Unauthorized travel-related transactions: Unless otherwise ex-
empted or authorized, any person subject to U.S. jurisdiction who en-
gagesin any travel-related transaction in Cuba violates the Regulations.
Persons not licensed to engagein travel -rel ated transactions may travel to
Cubawithout violating the Regulations only if all Cuba-related expenses
are covered by aperson not subject to U.S. jurisdiction and provided that
the traveler does not provide any service to Cuba or a Cuban national.
Suchtravel iscalled“fully-hosted” travel. Travel to Cubamay beconsid-
ered fully hosted even if the traveler paysfor aplaneticket provided that
thetravel isnot aboard aCuban carrier. Travel to Cubaisnot fully hosted
if aperson subject to U.S. jurisdiction pays—before, during, or after the
travel—any expenses relating to the travel, including travel to Cubaon a
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Cuban carrier, even if the payment is made to a third-country person or
entity that is not subject to U.S. jurisdiction. Examples of costs com-
monly incurred by persons traveling to, from, and within Cuba are ex-
pensesfor meals, lodging, transportation, bunkering of vesselsor aircraft,
visas, entry or exit fees, and gratuities. Fully-hosted travel to and from
Cubacannot beaboard adirect flight between the United Statesand Cuba.
The authorization for licensed travelers to purchase and return to the
United States with $100 worth of Cuban merchandise does not apply to
fully-hosted travelers.

Any person subject to U.S. jurisdiction determined to have traveled to
Cuba without an OFAC general or specific license is presumed to have
engaged in prohibited travel-related transactions. In order to overcome
this presumption, any travel er who claimsto have been fully hosted or not
to have engaged in any travel-related transactions may be asked by Fed-
eral enforcement agenciesto provide a signed explanatory statement ac-
companied by any relevant supporting documentation.

«SENDING OR CARRYING MONEY TO CUBA - U.S. personsaged
18 or older may send to the household of any individua in Cuba
“individual-to-household” cash remittances of up to $300 per household
in any consecutive three-month period, provided that no member of the
household is a senior-level Cuban government or senior-level Cuban
communist party official.

U.S. personsaged 18 or older may send to thehhousehol d of any closerela-
tive of the remitter or the remitter’s spouse “family” cash remittances of
up to $300 per household in any consecutive three-month period. No
more than a combined total of $300 of individual-to-household and fam-
ily remittancesmay be sent by aremitter to any one householdin any con-
secutive three-month period, regardless of the number of close relatives
or other persons residing in that household. A close relative means a
spouse, child, grandchild, parent, grandparent, great-grandparent, uncle,
aunt, brother, sister, nephew, niece, first cousin, mother-in-law, father-
in-law, daughter-in-law, son-in-law, sister-in-law, brother-in-law, or
spouse, widow, or widower of any of those people.

U.S. personsalso may send up to $1,000 per payee on aone-timebasisas
an “emigration-related” remittance to a Cuban national to enable the
payee to emigrate from Cuba to the United States. Specifically, up to
$500 may be remitted to a Cuban national prior to the payee' sreceipt of a
valid U.S. visaor other U.S. immigration document, and up to $500 may
beremitted to the Cuban national after the payeereceivesavalid U.S. visa
or other U.S. immigration document.

Remittances may betransferred through afinancial institution or through
an OFAC-licensed remittanceforwarder. Serviceproviders, includingfi-
nancial institutions originating transfers on behalf of non-aggregating
customers, must obtain an affidavit from the remitter certifying that each
individual-to-household and family remittance does not exceed $300 in
any consecutive three month period and that each emigration-related re-
mittance meetsthe requirementsof the Regulations (see TD F 90-22.52 at
theend of thisbrochure). Remitterscan expect to havetheir identity, date
of birth, address, and tel ephone number verified.

Persons|icensed to engagein travel-rel ated transactions (thisdoes not in-
clude fully-hosted travelers) may carry their own remittances, provided
that they may carry no more than acombined total of $300 of individual-
to-household and family remittances, and provided that no emigration-
related remittances may be carried before the payee has received avalid
U.S. visaor other immigration document and the traveler can supply the
visa number and the date of issuance.
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Specific licenses may be issued on a case-by-case basis authorizing re-
mittances:

* to independent nongovernmental organizationsin Cuba;

* by Cuban scholars authorized to teach or engage in scholarly activity at
aU.S. college or university who wish to repatriate earnings in excess of
$300;

* to households of Cuban nationalsliving outside of Cubain excess of
$300 per quarter from blocked accounts; or

* to individualsin Cubato facilitate their non-immigrant travel to the
United States under circumstances where humanitarian need is demon-
strated, including illness or medical emergency.

+FAIR BUSINESSPRACTICES - Anyone authorized by the U.S. De-
partment of the Treasury to provide Cuban travel services or servicesin
connection with sending money to Cubais prohibited from participating
in discriminatory practices of the Cuban government against individuals
or particular classes of travelers. The assessment of consular fees by the
Cuban government, which are applicableworldwide, isnot considered to
beadiscriminatory practice. However, requiring the purchase of services
not desired by the traveler is not permitted. Persons wishing to provide
information on such activitiesshould call 305/810-5170. All information
regarding arbitrary fees, payments for unauthorized purposes, or other
possible violations furnished to the U.S. Treasury Department will be
handled confidentially.

« ESTATES AND SAFE DEPOSIT BOXES - An estate becomes
blocked whenever a Cuban national is an heir or is the deceased; money
fromalifeinsurance policy isblocked whenever the deceased isa Cuban
resident. Theheir of apersonwho diedin Cuba, or thebeneficiary of alife
insurance policy of aperson who died in Cuba, may apply for alicense
from the Office of Foreign Assets Control to unblock the estate or insur-
ance proceeds. Persons administering or interested in a blocked estate
should contact the Office of Foreign Assets Control at 202/622-2480 for
more information. A safe-deposit box is blocked whenever a Cuban has
an interest in the property contained in the box. Accessto ablocked safe
deposit box for inventory purposes may be granted under certain condi-
tions, but the contents of the box remain blocked and may not beremoved
without the permission of the Office of Foreign Assets Control.

«PAYMENTSFOR OVERFLIGHTS - Private and commercial avia
tors must obtain a specific license authorizing payments for overflight
chargesto Cuba. Bankswill ask to seethe originals of such licenses be-
fore executing transfers and keep a copy for their files. Such transfers
must be in a currency other than U.S. dollars.

B—NORTH KOREA
Foreign Assets Control Regulations (31 C.F.R. Part 500)

The Foreign Assets Control Regulations, authorized under the Trading
with the Enemy Act, established economic sanctions against the Demo-
cratic People’ s Republic of Korea (“North Koread’) in 1950. They have
been modified on several occasions, most recently on June 19, 2000, asa
result of President Clinton’s September 17, 1999 decision to ease eco-
nomic sanctions against North Korea in order to improve relations, to
support the Agreed Framework, and to encourage North Korea to con-
tinue to refrain from testing long-range missles. The Regulations affect
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all U.S. citizens and permanent residents wherever they are located, all
people and organizations physically in the United States, and all
branches, subsidiaries and controlled affiliates of U.S. organizations
throughout the world. They are administered by the U.S. Treasury De-
partment’ s Office of Foreign Assets Control. Penalties for violating the
sanctions range up to 10 years in prison, $1,000,000 in corporate fines,
and $250,000 in individual fines. Civil penalties of up to $55,000 per
count may also be imposed.

+SELLING TO NORTH KOREA - The June 19, 2000 amendmentsto

the Foreign Assets Control Regulationsended the ban on exportsto North
Korea, provided that any exportsor reexportsto North Koreaarelicensed
or otherwise authorized by the Department of Commerce or other appro-
priate agencies.

«BUYING FROM NORTH KOREA - Pursuant to Sections 73 and 74
of the ArmsExport Control Act (22U.S.C. 2797b-2797c), goodsof North
Korean origin may not be imported into the United States either directly
or through third countries, without prior notification to and approval of
the Office of Foreign Assets Control.

Importersmust provide OFA C withwritteninformation asto whether the
productsto beimported were produced by (a) aforeign person designated
by the Secretary of State as having engaged in missle technology prolif-
eration activities; (b) an activity of the North Korean Government relat-
ing to the development or production of any missile equipment or
technology; or (c) an activity of the North Korean Government affecting
the development or production of electronics, space systems or equip-
ment, and military aircraft.

In addition to the information just described, importers seeking an ap-
prova letter from OFAC must provide their name, address, telephone,
fax, and E-mail addresses; adescription of the product to beimported, in-
cluding quantity and cost; the name and address of the producer of the
product; the name of the location where the product was produced; and
the name and address of the North Korean exporter. Requestsfor import
review must be submitted by mail to North Korea Unit, Office of Foreign
Assets Control, U.S. Department of the Treasury, 1500 Pennsylvania
Ave., NW, Annex, Washington, DC 20220. After reviewingtheinforma-
tion, OFAC will issue a letter indicating the results of the review to the
person seeking to import the product.

U.S. depository ingtitutions handling | etters of credit or documentary col-
lections involving imports from North Korea must obtain a copy of
OFAC*s approval letter from the importer before proceeding with such
transactions. The letter must also be provided to the U.S. Customs Serv-
ice before imports from North Korea will be alowed into the United
States.

« TRAVELING TO NORTH KOREA - U.S. passports are valid for
travel to North Koreaand individuals do not need U.S. Government per-
mission to travel there. All transactions ordinarily incident to travel to,
from and within North Koreaand to maintenance within North Koreaare
authorized. U.S. travel service providersare auhorized to organize group
travel toNorth Korea, including transactionswith North Korean carriers.

+ ACCOUNTS, ASSETS, AND FINANCIAL TRANSACTIONS -
Property blocked as of June 18, 2000 remains blocked. All other transac-
tions are authorized, provided they meet the criteria outlined in the June
19, 2000 amendments to the Foreign Assets Control Regulations de-
scribed elsewhere in this summary. Remitters and recipients need to
know that transfers from the North Korean Government that constitute

Department of the Treasury




donationsto U.S. persons or with respect to which aU.S. person knows,
or hasreasonable causeto believe, that thetransfer posesarisk of further-
ing terrorist actsin the United States are still prohibited.

C—LIBYA
Libyan Sanctions Regulations (31 C.F.R. Part 550)

« INTRODUCTION - The Libyan Sanctions Regulations, authorized
under the International Emergency Economic Powers Act and the Inter-
national Security and Development Cooperation Act of 1985, established
economic sanctions against Libya in January 1986. Citing terrorist at-
tacks against the Rome and Vienna airports in December 1985, former
President Reagan emphasized that he had authorized the sanctionsin re-
sponse to Libya's repeated use and support of terrorism against the
United States, other countries, and innocent persons. The Regulationsare
still inforceand affect all U.S. citizensand permanent residentswherever
they are located, all people and organizations physicaly in the United
States, and all branches of U.S. organizationsthroughout theworld. They
are administered by the U.S. Treasury Department’s Office of Foreign
Assets Control.

Criminal penalties for violating the sanctions range up to 10 years in
prison, $500,000 in corporate and $250,000 in individua fines. In addi-
tion, civil penaltiesof up to $10,000 per violation may beimposed admin-
istratively.

+BUYING FROM LIBY A - Goodsor servicesof Libyan originmay not
be imported into the United States either directly or through third coun-
tries. There are two exceptions: (1) Libyan merchandise up to $100 in
valueinnon-commercial quantitiesmay bebrought intothe United States
either for strictly personal use as accompanied baggage by an authorized
traveler or sent asagift to apersoninthe United Statesand (2) qualifying
informational material may be imported without restriction.

«SELLING TO LIBYA - Except for informational materials, such as
books, magazines, films, and recordings and donated articles such as
food, clothing, medicine, and medical suppliesintended torelievehuman
suffering, and the licensed export of agricultural commodities and prod-
ucts, medicine, and medi cal equi pment, no goods, technology, or services
may be exported from the United States to Libya, either directly or
through third countries. No U.S. bank or foreign branch of a U.S. bank
may finance, or arrange offshore financing for, third-country trade trans-
actions where Libyais known to have an interest in the trade as its ulti-
mate beneficiary. The U.S. Treasury Department takes the view that
arranging transactionswhich ultimately benefit Libya (for example, bro-
keringthird-country salesof Libyan crudeoil or transportationfor Libyan
cargo) constitutes an exportation of brokerage services to Libya and a
dealing in Libyan governmental property in violation of the Regulations.
Banks should be careful, for example, not to becomeinvolved in transac-
tionsrelating to shipmentsto or from South Koreainvolving ultimate de-
livery of merchandiseto the Great Man-MadeRiver ProjectinLibya. The
only areasof tradethat may involveLibyaand still be permissibleare: (1)
the sale of partsand componentsto third countries, wherethe U.S. goods
will be “substantially transformed” into new and different articles of
commerce prior to shipment to Libya, and (2) the sale of goods which
cometorestintheinventory of athird-country distributor whose salesare
not predominantly to Libya. Eventhefirst of thoseexceptionsisnot avail-
ableif the finished product of thethird country is destined for usein any
aspect of the Libyan petroleum or petrochemical industries.
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«SPECIALLY DESIGNATED NATIONAL S- Individuals or organi-
zations who act on behalf of the government of Libya anywhere in the
world are considered by the U.S. Treasury Department to be “ Specially
Designated Nationals’ of Libya. Their namesare publishedinthe Federal
Register, anofficial publication of theU.S. Government. A listing of such
Specially Designated Nationals may be obtained by calling the Office of
Foreign AssetsControl at 202/622-2420. Thelisting, however, isapartia
oneandany U.S. individual or organization engagingin transactionswith
foreign nationals must take reasonabl e care to make certain that such for-
eign nationals are not acting on behalf of Libya. Thelist includes certain
banks domiciled in Europe and Africaaswell asthe namesof individuals
who are officers and directors of substantial international corporations.
U.S. individuals or organizations who violate the Regulations by trans-
acting business Specially Designated Nationals of Libya may be subject
to civil or criminal prosecution.

« LIBYAN GOVERNMENT ASSETS BLOCKED - On January 8,
1986, the President blocked all Government of Libyaassetsin the United
States or in the possession or control of U.S. persons anywhere in the
world. This action prohibits all transfers of Libyan governmental assets
without a specific license from the Office of Foreign Assets Control. All
contracts, loans, and financial dealings with Libya are prohibited. The
freeze covers al properties of the Libyan Government, and of entities
owned or controlled by it, including all Libyan-organized and Libyan-
owned or controlled banks (all banks in Libya are considered
Government-controlled) and includes deposits held in banks in the
United States and in U.S. banks overseas branches. The prohibition
against any transfer of property or interest in the property of Libyain-
cludes property that isnow or in the futureislocated in the United States
or isinor comesinto the possession or control of U.S. persons. Any unli-
censed fundstransfer involving adirect or indirect interest of the Govern-
ment of Libya (including any transfer routed through or to Libyan banks
which are all considered Specially Designated Nationals of Libya), for
which banks subject to U.S. jurisdiction receive instructions, must be de-
posited into a blocked account on the books of the bank receiving thein-
structions. Such funds may not bereturned to aremitter without aspecific
license from the Office of Foreign Assets Control. No unlicensed debits
may be made to blocked Libyan accounts to pay obligations of U.S. or
other persons, whether the obligations arose before or after the sanctions
against Libyawere imposed. Even payments from blocked accounts for
goods, services, or technology exported prior to the sanctions program
are prohibited.

« FINANCIAL DEALINGS WITH LIBYA - Financia transactions,
including trade financing, are generally prohibited. Paymentsfor and fi-
nancing of licensed sales of agricultura commodities and products,
medicine and medical equipment, may be acomplished by cash in ad-
vance, sales on open account (provided the account receivable is not
transferred by the person extending the credit), or by third country finan-
cial institutionsthat are neither U.S. personsnor government of Libyaen-
tities. Any other arrangements must be specifically authorized by OFAC.
U.S. banks may advise and confirm letters of credit issued by third coun-
try banks covering licensed sales.

Payments for licensed sales of agricultural commodities and products,
medicine and medical equipment, which must reference an appropriate
OFAC license, may not involve adebit to ablocked account on the books
of aU.S. depository institution. BeforeaU.S. bank initiatesapayment, or
creditsits customer for alicensed transaction, it must determine that the
transfer is authorized.
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«CONTRACTSBENEFITINGLIBYA - No U.S. person may perform
any contract in support of an industrial or other commercial or govern-
mental project in Libya. The prohibition includes sales or service agree-
ments with non-Libyan persons located anywhere in the world, if it is
known that Libya or a Libyan project will benefit from the transaction.
Banks subject to U.S. jurisdiction must exercise extreme caution not to
operate accounts for even non-U.S. compani es which use those accounts
for transactions connected with Libyan projectsor commercial activities.
Any such accounts must be blocked under U.S. law.

« TRANSACTIONS INVOLVING U.S. SUBSIDIARIES - Inde-
pendent transactionswith Libyaby foreign subsidiariesof U.S. firmsare
permitted if no U.S. person or permanent resident hasarole. It should be
emphasized that the facilitating actions of the U.S. parent, or of U.S. citi-
zens (wherever resident) who manageor work for thesubsidiary, arefully
subject to the prohibitions of the Regulations.

« STANDBY LETTERS OF CREDIT - A number of companieswere
required to open bid, performance, advance payment, or warranty bonds
intheform of standby lettersof credit to do businesswith Libyabeforethe
Libyan sanctions were imposed. Specia procedures have been estab-
lished with regard to payment demands under standby letters of creditin
favor of Libya. Banksmust “give prompt notice” to the party who opened
theletter of credit (the account party) whenthereisan attempted drawing.
Theaccount party then hasfive daysto apply to the Office of Foreign As-
sets Control for a specific license to prevent “payment” of the letter of
credit into a blocked account. A bank may not make any payment, even
into a blocked account, on behalf of aLibyan beneficiary unless the ac-
count party failsto secure a Treasury license within 10 business days of
notification fromthebank. If theaccount party receivesalicensefromthe
Treasury Department, the original of the license should be presented to
thebank and aspecial blocked reserve account must be established on the
account party’s corporate books to reflect its outstanding obligation to
Libyainlieu of the bank “paying” the letter of credit. The account party
must certify to the Treasury Department that it has established the
blocked reserve account. Neither the bank nor the account party are re-
lieved from giving any notice of defense against payment or reimburse-
ment that isrequired by applicablelaw. Moreover, theissuing bank must
continueto maintain theletter of credit asacontingent liability onitsown
books, despite any reserve account established by the account party and,
intheevent theembargoislifted, both the bank and the account party will
be expected to negotiate concerning their outstanding obligation.

+TRAVEL TO LIBYA - All transportation-rel ated transactionsinvolv-
ing Libyaby U.S. persons are prohibited, including the salein the United
States of any transportation by air which includes any stop in Libya. All
travel-related transactions are prohibited for U.S. citizens or residents
with regard to Libya, except for (1) travel by close family members of
Libyan nationals when the U.S. citizen or resident has registered with
Treasury’ s Office of Foreign Assets Control or with the Embassy of Bel-
giuminTripoli, or (2) travel by journalistsregularly employedin such ca
pacity by anewsgathering organization, or (3) travel transactionsfor the
sole purpose of negotiating executory contracts in connection with li-
censed sales of agricultural commodities and products, medicine, and
medical equipment. Travel transactionsrelated to theinstallation or serv-
icing of medical equipment exported pursuant to OFAC license may be
authorized by specific license.

D—IRAQ
Iragi Sanctions Regulations (31 C.F.R. Part 575)
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«INTRODUCTION - On August 2, 1990, upon Iraq’sinvasion of Ku-
wait, former President Bush issued Executive Order No. 12722 declaring
a national emergency with respect to Irag. The order, issued under the
authority of the International Emergency Economic Powers Act (50
U.S.C. 1701), the National Emergencies Act (50 U.S.C. 1601), and sec-
tion 301 of title 3 of the U.S. Code, imposed economic sanctions, includ-
ing a complete trade embargo, against Irag. In keeping with United
Nations Security Council Resolution 661 of August 6, 1990 and the
United Nations Participation Act (22 U.S.C. 287c), the President also is-
sued Executive Order 12724 on August 9, 1990, which imposed addi-
tional restrictions. Similar sanctions were imposed on Kuwait to ensure
that no benefit from the United Statesflowed tothe Government of Iragin
military-occupied Kuwait. The Iragi Sanctions Regulations implement
Executive OrdersNo. 12722 and 12724. They wereissued and are admin-
istered by the Treasury Department’s Office of Foreign Assets Control
(OFAC). Criminal penaltiesfor violating the Iragi Sanctions Regulations
range upto 12 yearsinjail and $1,000,000in fines. In addition, civil pen-
aties of up to $250,000 per violation may be imposed administratively.

«ASSETSBL OCKED - Effective August 2, 1990, the President blocked

all property and interestsin property of the Government of Irag, itsagen-
cies, instrumentalities, and controlled entities, in the United States or
within the possession or control of U.S. persons. Persons and organiza-
tions determined by the Secretary of the Treasury to fall within any of
those categoriesare subject to treatment asif they werethe government of
Iraqitself. Thisenables Treasury to designate Iragi “front” organizations
that may be operating in third countries as“ Specially Designated Nation-
als of Irag,” thus subjecting them to the Iragi sanctions. Setoffs against
blocked accounts are prohibited.

Thefollowing activitiesare prohibited, unlesslicensed by the Officeof

Foreign Assets Control:

« SELLING TO IRAQ - Goods, technology or services cannot be ex-
ported from the United States, or, if subject to U.S. jurisdiction, exported
or reexported from athird country, to Iraq (notwithstanding authorization
from another government agency) with the exception of OFAC-licensed
food, medical supplies intended to relieve human suffering and certain
other humanitarian goods. In no circumstances has the use of blocked
funds been authorized for humanitarian sales. Any activity that promotes
or isintended to promote aprohibited exportation or reexportation, or the
transshipment of goods, services, or technology subject to U.S. jurisdic-
tion through athird country, is also prohibited.

An exporter who shipped merchandiseto Iraq prior to August 2, 1990 and
who isthe beneficiary of aletter of credit, issued or confirmed by aU.S.
bank, or aletter of credit involving areimbursement confirmed by aU.S.
bank may apply to OFAC for a specific license authorizing payment un-
der theletter of credit. A specific license authorizing payment under such
aletter of credit will only beissued for adelivery to Iraq which occurred
after August 2 if the exporter made agood faith effort to divert the deliv-
ery.

«BUYING FROM IRAQ - Except as provided for under UNSC Resolu-
tion 986 (see below), goods or services cannot be imported into the
United States either directly or through third countries. Any activity that
promotes or isintended to promote such importation is prohibited.
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+OFFSHORE TRANSACTIONS- Generaly, U.S. personsare prohib-
ited from dealing in Iragi-origin goods or in any other goods exported
from Iraq to any country after August 6, 1990. U.S. persons are also pro-
hibited from dealing in property intended for exportation to Irag from any
country.

Performance of contracts in support of industrial, commercial, public
utility or governmental projectsinIragisalsogenerally prohibited. Provi-
sions prohibiting performance are very broadly construed to prohibit any
financial, sales, or service contract that will have an impact on projectsin
Irag. U.S. persons may not, for example, provide financing or consulting
servicesto athird-country company, where those serviceswould inureto
thebenefit of aprojectinlraq. Banksneedto bevery careful that their for-
eign corporate accounts are not used in connection with Iragi projects or
commercia activities.

While foreign subsidiaries of U.S. firms are not subject to the Regula-
tions, U.S. parent corporationsand all U.S. citizensor residents, wherever
located, are strictly prohibited from approving or providing financia as-
sistance, advice, consulting services, goods, or any other support to sub-
sidiaries in connection with Iragi projects.

« UNSC RESOLUTION 986 - On April 14, 1995, the United Nations
Security Council adopted Resolution 986 (“ UNSCR 986") which, subject
to certain conditions, established a program to allow the Government of
Irag asix month window inwhich to sell $2 billion of petroleum and pe-
troleum products, the proceeds of which would be used to purchase hu-
manitarian supplies. Proceeds areto be deposited into aspecial account at
Banque Nationale de Paris’ New Y ork branch which will be used to fund
the purchases. The Secretary General of the United Nations has now an-
nounced the implementation of the program and the Regulations have
been amended accordingly.

U.S. persons are authorized to enter into executory contracts with the
Government of Irag relating to thefollowing authorized transactions: the
purchase and exportation from Irag of Iragi-origin petroleum and petro-
leum products; the trading, importation, exportation or other dealingsin
or related to Iragi-origin petroleum and petroleum products outside Iraq;
the sale and exportation to Irag of parts and equipment that are essential
for the safe operation of the Kirkuk-Y umurtalik pipeline systemin Irag;
and the sale and exportation to Iraq of medicines, heath supplies, food-
stuffs, and materials and supplies for essential civilian needs.

All executory contracts must meet thefoll owing requirements: the execu-
tory contracts and all other related contracts must be consistant with the
requirements of UNSCR 986, any other applicable UNSC Resolutions,
memoranda, and any further guidance issued by the 661 Sanctions Com-
mittee and executory contracts involving any transactions subject to li-
cense application requirements by another Federal agency must be
contingent upon prior authorization of such agency. Actual performance
under any executory contract requires the issuance of a separate specific
license by OFAC (see below). The authorization for executory contracts
by U.S. personsincludes contractswith third partiesincidental to permis-
sible executory contracts with the Government of Irag.

Section 575.523 of the Regul ations now providesastatement of licensing
policy for U.S. persons seeking to purchase petroleum and petroleum
products from the Government of Irag or Iraq’'s State Oil Marketing Or-
ganization (“*SOMO”) pursuant to UNSCR 986. A specific license must
beissued by OFAC to authorizealicenseeto deal directly withthe United
Nations661 Committeeor itsdesignee (the* overseers”) appointed by the
UN Secretary-General. Applications for specific licenses from OFAC
must include the following information: (1) applicant’s full legal name;
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(2) applicant’ smailing and street addresses; (3) name of theindividual (s)
responsible for the license application and related commercial transac-
tionsand theindividual’ s telephone and facsimile numbers; (4) if the ap-
plicant is a business entity, the state or jurisdiction of incorporation and
principal place of business; (5) awritten certification that the applicant
has entered into an executory contract for the purchase of Iragi-origin pe-
troleum or petroleum productswith the Government of Irag, that the con-
tract accords with normal arms-length commercial practice, and that the
applicant isfamiliar with the Regulations, particularly Sections 575.601
and 575.602, and will make its executory contract and other documents
related to the purchase of Iragi-origin petroleum or petroleum products
available to OFAC; and (6) awritten certification that the applicant un-
derstands that issuance of alicense does not authorize a licensee to pro-
vide goods, services, or compensation of any kind to the Government of
Irag other than that specifically provided in contracts entered into by the
applicant and the Government of Irag and submitted to and approved by
the UN 661 Committee or its designee. Following the issuance of a spe-
cific license OFAC will coordinate with the U.S. State Department the
provision of alist of licensed “national oil purchasers’ to the UN 661
Committee. OFAC licensees whose contracts are ultimately approved by
UN overseerswill be permitted to perform those contractsin accordance
withtheir terms. Section 575.526 of the Regul ationsprovidesageneral li-
cense for dealing in, and importation into the United States of, Iragi-
origin petroleum and petroleum products, the purchase and exportation of
which have been authorized in accordance with UNSCR 986.

Section 575.524 of the Regulations provides a statement of licensing pol-

icy for the exportation to Iraq of pipeline parts and equipment necessary
for the safe operation of the Iragi portion of the Kirkuk-Y umurtalik pipe-

line system. Applications for such specific licenses must be made to
OFAC in advance of the proposed sale and exportation and provide the
following information: (1) identification of the applicant, including full

legal name, mailing and street addresses, the name of theindividual (s) re-

sponsiblefor the application and related commercial transactionsand the
individual’s telephone and facsimile numbers, and, if the applicant is a
business entity, the state or jurisdiction of incorporation and principal

place of business; (2) the name and address of all partiesinvolved in the
transactions and their role, including financia institutions and any Iraqi

broker, purchasing agent, or other participant in the purchase of the pipe-

line partsor equipment; (3) the nature, quantity, value and intended use of

the pipeline parts and equipment; (4) the intended point(s) of entry into
Irag, proposed dates of entry and delivery, and thefinal destinationin|Irag
of the pipeline parts and equipment; (5) acopy of the concluded contract
with the Government of Irag and other relevant documentation, all of

which must comply with the provisions of UNSC Resolution 986, other
applicable Security Council resolutions, the Memorandum of Under-

standing, and applicableguidanceissued by the 661 Committee; and (6) a
statement that the applicant is familiar with the requirements of the
above-referenced documents, particularly Memorandum of Understand-

ing paragraph 24 and Guidelines paragraphs 35 and 45, and will conform
the letter of credit and related financing documents to their terms.

Section 575.525 of the Regulations provides a statement of licensing pol-
icy for the sale of humanitarianitemsto Irag. Applicationsfor specificli-
censes must be made to OFAC in advance of the proposed sale and
exportation and provide the following information: (1) identification of
the applicant, including full legal name, mailing and street addresses, the
name of theindividual (s) responsiblefor the application and related com-
mercial transactions and the individual’ s telephone and facsimile num-
bers, and, if the applicant is a business entity, the state or jurisdiction of
incorporation and principal place of business; (2) thename and address of
all partiesinvolved in the transactions and their role, including financial
institutionsand any Iragi broker, purchasing agent, or other participantin
the purchase of the humanitarian aid; (3) the nature, quantity, value and
theintended use of the humanitarian aid; (4) theintended point(s) of entry
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into Iraq, proposed dates of entry and delivery, and thefinal destinationin
Irag of the humanitarian aid; (5) acopy of the concluded contract withthe
Government of Irag or the United Nations Inter-Agency Humanitarian
Programme and other relevant documentation, all of which must comply
with the provisions of UNSCR 986, other applicable Security Council
resolutions, the Memorandum of Understanding, and applicable guid-
anceissued by the 661 Committee; and (6) a statement that the applicant
isfamiliar with the requirements of UNSCR 986, other applicable Secu-
rity Council resolutions, the Memorandum of Understanding, and appli-
cable guidanceissued by the 661 Committee, particularly Memorandum
of Understanding paragraph 24 and Guidelines paragraphs 35 and 45, and
will conform the letter of credit and related financing documentsto their
terms.

Transactionsrelated to travel to Irag or activitieswithin Irag by U.S. per-
sons are not authorized by the Regulations nor are debits to blocked ac-
countsor direct financia transactions with the Government of Irag. U.S.
persons may, however, enlist and pay the expenses of non-U.S. nationals
totravel to Irag on their behalf for the purpose of assistingin obtaining an
executory contract under UNSCR 986. Banking transfersinto Irag to per-
sonsin Irag continue to be prohibited by Section 575.210 of the Regula
tions.

« TRAVEL - All transportation-rel ated transactions and services, or the

useby U.S. personsof vesselsor aircraft registered in Irag, are prohibited.
All travel-related transactions by U.S. persons are also prohibited, with
narrow exceptions related to journalistic activity, official U.S. Govern-
ment or United Nations business, reimbursement for the UNSCR 986 ac-
tivities referenced above, or one’'s own departure from Irag.

« FINANCIAL - All transfers of funds by U.S. persons to the Govern-
ment of Iraq or to personsor entitiesin Irag are prohibited, asareall com-
mitmentsor transfersof credit, financial transactions, or contracts. Banks
may not executetransfer instructionsinvol ving sending money to persons
in lrag, except as licensed, and must block any funds coming into their
possessioninwhichthereisaninterest of the Government of Irag, includ-
ing Specially Designated Nationals of Irag or Iragi financial institutions
located anywherein theworld. “ Suspense accounts’ are not permitted. If
banks receive instructions to transfer funds involving an interest of the
Government of Irag, they must block them on their own books.

Among other items, the Regulations provide the following guidance:

« STANDBY LETTERS OF CREDIT - A number of companieswere
required to open bid, performance, or warranty bonds in the form of
standby letters of credit to do businessin or with Iraq before the Iragi in-
vasion of Kuwait. Special procedures have been established with regard
to payment demandsunder standby lettersof creditinfavor of Irag. Banks
must “ give prompt notice” to the party who opened the letter of credit (the
account party) when there is an attempted drawing. The account party
then has five days to apply to the Office of Foreign Assets Control for a
specificlicenseto prevent “ payment” of theletter of credit into ablocked
account. A bank may not make any payment, eveninto ablocked account,
on behalf of an Iragi beneficiary unlessthe account party failsto securea
Treasury Department licensewithin 10 businessdays of notificationfrom
thebank. If theaccount party receivesalicensefromthe Treasury Depart-
ment, the original of thelicense should be presented to thebank and aspe-
cial blocked reserve account must be established on the account party’s
corporate ledger to reflect its outstanding obligation to Irag in lieu of the
bank “paying” the letter of credit. The account party must certify to the
Treasury Department that it has established the blocked reserve account.
Nothing inthisprocedure precludesthe account party or any other person
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from at any time contesting the legality of the demand from the benefici-
ary or raising any other legal defense to payment. Moreover, the issuing
bank must continueto maintain theletter of credit asacontingent liability
on itsown books, despite any reserve account established by the account
party. The obligations of the various parties under the |etter of credit re-
main in effect as long as the Iragi assets are blocked. They may be re-
evaluated and renegotiated to the extent permitted by law once the assets
have been unblocked.

« SPECIAL REPORTS - All parties engaging in transactionsinvolving
Irag must keep accurate and comprehensive records. The Office of For-
eign Assets Control may require reports on such activities at any time.
The Treasury Department has required thefiling of special censusdataon
claims by U.S. nationals against Iraq (TDF 90-22.41) and on blocked
Iragi government property (TDF 90-22.40).

E—YUGOSLAVIA
A summary involving the Federal Republic of Yugodavia (Serbia &
Montenegro) (including the Executive Orders relating to Kosovo)

+ BACKGROUND - At present, there are two distinct sanctions pro-
gramsin place against the Government of the Federal Republic of Y ugo-
davia (Serbiaand Montenegro)(“FRY S&M”). U.S. persons, wherever
located, must comply with the restrictionsimposed under both these pro-
grams.

U.S. sanctions against the FRY (S& M) date back to May 30, 1992, when
the President issued an Executive Order freezing assets of the Govern-
ment of Serbia, the Government of Montenegro, and assets held in the
name of the former Government of the Socialist Federa Republic of
Yugoslavia and of the then-recently-constituted Federal Republic of
Yugoslavia. On June 5, 1992, the sanctions were expanded to prohibit
trade and other transactions with the FRY (S&M); on April 26, 1993,
blocking provisions were added to specifically encompass FRY (S&M)
companies; and on October 25, 1994, additional measures were taken to
target Bosnian Serb-controlled areas of the Republic of Bosniaand Her-
zegovina. The sanctions were implemented by the “ Federal Republic of
Y ugoslavia (Serbia & Montenegro) and Bosnian Serb-controlled Areas
of the Republic of Bosnia and Herzegovina Sanctions Regulations’ set
forthin31 C.F.R. Part 585. The sanctionswere suspended with respect to
prospective transactionsin 1996. However, FRY (S& M) assets blocked
prior to December 27, 1995, remain blocked today.

Because of actions and policies of the Governments of the FRY (S&M)
and the Republic of Serbiawith respect to Kosovo, President Clintonis-
sued Executive Order 13088 on June 9, 1998, imposing new sanctionson
the Government of the FRY (S& M) and the Governments of the Repub-
lics of Serbia and Montenegro. The new program was implemented by
the “Federa Republic of Yugoslavia (Serbia and Montenegro) Kosovo
Sanctions Regulations” (the “KSR") set forthin 31 C.F.R. Part 586. On
April 30, 1999, given the continuing human rights and humanitarian cri-
sis in Kosovo, the President issued Executive Order 13121 imposing
trade restrictions.

«THE FRY (S& M) UNDER THE KOSOVO PROGRAM - Sanctions
under the Kosovo program apply to the Governments of the Federal Re-
public of Y ugoslaviaand of the Republics of Serbiaand M ontenegro, and
their respective agencies, instrumentalities and controlled entities. By
general license, contained in §586.516 of the KSR, the Government of the
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Republic of Montenegro is excluded from sanctions imposed under the
Kosovo program. TheGovernmentsof theFRY (S&M) and of Serbiaare
defined to include al financial institutions and all state- and socially-
owned entities organized or located in the FRY (S&M) or Serbia as of
June 9, 1998, any successorsto such entities, and their respective subsidi-
aries and branches, wherever located. The definition includes any per-
sons acting or purporting to act for or on behalf of any of the foregoing.
Persons and organi zations determined by the Secretary of the Treasury to
fall withinany of theabove categoriesmay benamed as* Specially Desig-
nated Nationals” or “Blocked Persons,” listed with the acronym
“[FRYK]” in OFAC smaster list of “ Specially Designated Nationalsand
Blocked Persons,” subjecting them to the blocking provisions and prohi-
bitions of the new sanctions. Many of the same entities were previously
listed as “Blocked Persons’ under the Federal Republic of Yugoslavia
(Serbia& Montenegro) and Bosnian Serb-controlled Areasof the Repub-
lic of Bosnia and Herzegovina Sanctions Regulations with the acronym
“[FRY S&M]” on OFAC’s master list and their assets blocked prior to
December 27, 1995, remain blocked.

« TRADE TRANSACTIONS GENERALLY PROHIBITED - The
exportation, reexportation, sale, or supply, directly or indirectly, fromthe
United States, or by aUnited States person, wherever located, tothe FRY
(S&M) or to the Government of the FRY (S&M) or the Government of
the Republic of Serbiaof any goods (including petroleum and petroleum
products), software, technology (including technical data), or servicesis
generally prohibited.

Importation into the United States, directly or indirectly, of any goods,
software, technology or services from the FRY (S&M) or owned by the
Governments of the FRY (S&M) or of the Republic of Serbiais prohib-
ited.

Any transaction or dealing by aU.S. person, wherever located, in goods,
software, technology or services, regardless of country of origin, destined
for exportation, reexportation, sale, or supply to, or exportation from or
by, the FRY (S&M) or the Governments of the FRY (S& M) or of the Re-
public of Serbia(wherever located) isgenerally prohibited. Thisprohibi-
tion includes, without limitation, purchase, sale, transport, swap or
brokerage transactionsin such items, and approving, financing, insuring,
facilitating, or guaranteeing any such transactions.

By agenera licenseissued May 5, 1999, the Republic of Montenegrois
excluded fromthe scope of these prohibitions, except with respect to FRY
(S&M) and Serb government entities that are located there.

« CERTAIN TRANSACTIONS ELIGIBLE FOR LICENSING -
Specific licenses may be issued relating to the humanitarian needs of
refugees from Kosovo and other civilianswithinthe FRY (S&M) and re-
garding the commercial sale of agricultural commodities and products,
medicine, and medical equipment for civilian end use in the territory of
the FRY (S&M).

«ASSETSBL OCKED - Effective June 10, 1998, the President blocked
all property and interests in property of the Government of the FRY
(S& M) and the Governments of the Republics of Serbiaand Montenegro
inthe United States, within the possession or control of U.S. persons and
any property which comesinto the possession or control of U.S. persons,
including their overseasbranches. However, on June 18, 1998, the Office
of Foreign Assets Control issued General License No. 1 (now 8586.516
of the KSR), which excluded the Government of the Republic of Monte-
negro from those blocking provisions and that General License remains
in effect. No transfersof blocked property are allowed without aspecific
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license from the Office of Foreign Assets Control. The freeze coversall
properties of the governments and entities set forth above and includes
deposits held in banks in the United States and in U.S. banks' overseas
branches. Any unlicensed fundstransfer involving adirect or indirect in-
terest of any of theforegoing partieswhich abank subjectto U.S. jurisdic-
tion receives, must be deposited into a blocked account on the books of
the bank receiving theinstructions. Such funds may not bereturnedto a
remitter without aspecific licensefrom the Office of Foreign AssetsCon-
trol. No unlicensed debits may be made to blocked accountsto pay obli-
gations of U.S. or other persons, whether the obligations arose before or
after the current sanctions were imposed.

Certain funds transfers, blocked prior to December 27, 1995, were
authorized to be unblocked under theterms of the suspension of the previ-
ous sanctions against the FRY (S&M). In light of the new restrictions,
transactions involving blocked funds of the Governments of the FRY
(S&M) and of the Republic of Serbia, asdefined under the new program,
no longer qualify for release under suspension guidelines without a li-
cense from the Office of Foreign Assets Control.

+FINANCIAL TRANSACTIONS- Asaresult of the blocking of prop-
erty, financial transactions, including trade financing, are generally pro-
hibited.

«NEW INVESTMENT S- Effective June 10, 1998, any new investment
intheterritory of the Republic of Serbiaand the approval or other facilita-
tion by U.S. persons of other persons’ new investment in the territory of
the Republic of Serbia, are prohibited. “New investment” means: (1) the
acquisition of debt or equity interestsin; (2) acommitment or contribu-
tion of fundsor other assetsto; or (3) aloan or other extension of credit to,
apublic or private undertaking, entity, or project.

«PROHIBITED FACILITATION - Any transaction by aUnited States
personthat evadesor avoids, or hasthe purpose of evading or avoiding, or
attemptstoviolate, any of the prohibitionsis prohibited asisany conspir-
acy formed to violate the prohibitions.

+NON-GOVERNMENTAL ORGANIZATIONS- Registration num-
bers may be issued by OFAC on a case-by-case basis to non-
governmental organizations (“NGOs") involved in humanitarian activi-
tiesinthe FRY (S& M), enabling them to continue authorized operations.
Applications for registration must include the name and address of the
NGO’ sheadquarters; the name, title, and tel ephone number of apersonto
be contacted in connection with theregistration; the NGO’ slocal address
inthe FRY (S&M) and name, if different; and adetailed description of its
humanitarian activitiesand projectsinthe FRY (S& M). Registrants con-
ductingtransactionsfor their FRY (S& M) operations must referencetheir
registration number on al fundstransfer, purchase, shipping, and financ-
ing documents. Registration numbers aready granted remain in effect.

« THE REPUBLIC OF MONTENEGRO - Although Executive Order
13088 blocked the assets of the Government of the Republic of Montene-
gro, provision has been made for special consideration to be accorded
Montenegro intheimplementation of the sanctions. General LicenseNo.
1, issued by OFAC on June 18, 1998 (8586.516 of the KSR), excluded the
Government of the Republic of Montenegro from theblocking provisions
of the Kosovo sanctions. An additional general license (Genera License
No. 2) involving trade transactions with the Republic of Montenegrowas
issued by OFAC on May 5, 1999 and follows:
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GENERAL LICENSE NO. 2 issued by OFAC on May 5, 1999:

Trade Transactions involving the Republic of M ontenegro

() The exportation, reexportation, sale, or supply, directly or indirectly,
from the United States, or by a United States person, wherever located,
destined for end-use in the Republic of Montenegro (except by the
Government of the Federal Republic of Y ugoslavia (Serbiaand Monte-
negro) or the Government of the Republic of Serbia) or by the Govern-
ment of the Republic of Montenegro, of any goods (including
petroleum and petroleum products), software, technology (including
technical data), or services otherwise prohibited by Executive Order
13121 of April 30, 1999, with respect, inter alia, to trade with the Fed-
eral Republic of Yugoslavia (Serbia and Montenegro) are hereby
authorized.

(b) Theimportation into the United States, directly or indirectly, of any
goods, software, technology (including technical data) or services origi-
nating in the Republic of Montenegro or owned or controlled by the
Government of the Republic of Montenegro otherwise prohibited by
Executive Order 13121 of April 30, 1999, with respect, inter alia, to
trade with the Federal Republic of Y ugoslavia (Serbia and Montenegro)
is hereby authorized.

(c) Any transaction or dealing by a United States person, wherever |ocated,
in goods, software, technology (including technical data) or services,
regardless of country of origin, for exportation, reexportation, sale, or
supply to, or exportation from or by, the Republic of Montenegro or the
Government of the Republic of Montenegro otherwise prohibited by
Executive Order 13121 of April 30, 1999, with respect, inter alia, to
trade with the Federal Republic of Y ugoslavia (Serbia and Montenegro)
is hereby authorized.

Note: This general license does not excuse the U.S. person from compli-
ance with other applicable U.S. laws governing the exportation and re-
exportation of U.S.-origin goods, software, technology (including
technical data) or services.

GENERAL LICENSE NO. 3 issued by OFAC on May 20, 1999:

Exportations, Reexportations and Incidental Transactions

(8 All transactions ordinarily incident to the exportation of goods (includ-
ing petroleum and petroleum products), software, or technology (in-
cluding technical data) from the United States or reexportation of
U.S.-origin goods, software, or technology from aforeign country to
any person in the Federal Republic of Yugoslavia (Serbiaand Monte-
negro), to the Government of the Federal Republic of Yugoslavia (Ser-
biaand Montenegro) or the Government of the Republic of Serbiaare
hereby authorized, provided that the following terms and conditions are
met:

(1) The exportation or reexportation is licensed or otherwise authorized by
the Department of Commerce under the provisions of the Export Ad-
ministration Act of 1979, 50 U.S.C. App. 2401-2420, and the Interna-
tional Emergency Economic Powers Act, 50 U.S.C. 1701-1706;

(2) The exportation or reexportation is financed by afinancial institution in
athird country that is neither a U.S. person nor a person whose prop-
erty is blocked pursuant to 31 C.F.R. § 586.201, or by cash payment in
advance, or by open account financing not to exceed 90 days net.
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(b) Financial ingtitutions that are U.S. persons, prior to confirming or ad-
vising, or accepting or paying drafts drawn under, or reimbursing them-
selves for payment made under, any letter of credit, or making any
other payment or transfer of credit in connection with any exportation
or reexportation licensed pursuant to this general license, or engaging
in any other transactions authorized in this general license shall satisfy
themselves that:

(1) Each such transaction isincident to a bona fide exportation or reexpor-
tation and is customary in the normal course of business, and that the
value of such exportation or reexportation reasonably corresponds to
the sums of money involved in financing such transaction; and

(2) The exportation or reexportation and any financing therefor are made
pursuant to all the terms and conditions of this general license.

(c) Thisgeneral license does not authorize:

(1) Thefinancing of any transaction from a blocked account;

(2) Any transaction by afinancial institution in the United States or by any
U.S. person, wherever located, under, or with respect to an exportation
or reexportation financed by, aletter of credit issued by a person whose
property is blocked pursuant to 31 C.F.R. 586.201;

(3) Any transaction by a U.S. person related to the reexportation of
non-U.S.-origin goods, software, or technology from aforeign country
to any person in the Federal Republic of Yugoslavia (Serbiaand Mon-
tenegro) or to the Government of Federal Republic of Yugodlavia (Ser-
bia and Montenegro) or the Government of the Republic of Serbia; or

(4) Any transaction by aU.S. person related to the sale or supply within the
same foreign country of goods, software, or technology to the Govern-
ment of Federal Republic of Yugoslavia (Serbiaand Montenegro) or
the Government of the Republic of Serbia, except asincidental to an
exportation or reexportation authorized pursuant to paragraph (a) of this
general license; or

(5) The opening or operation by any U.S. person of a correspondent ac-
count for afinancial institution whose property is blocked pursuant to
31 C.F.R. 586.201.

(d) For the purposes of this general license, the terms “foreign country”
and “third country” shall include the Republic of Montenegro.

:THETERRITORY OF KOSOVO - Effective August 17, 1999, agen-
eral license has been issued dealing with trade transactionsinvolving and

new investment in the Territory of Kosovo:

GENERAL LICENSE NO. 4 issued by OFAC on August 17, 1999:

Trade Transactionsinvolving the Territory of Kosovo

(a) The exportation, reexportation, sale, or supply, directly or indirectly, by
a United States person, wherever located, destined for end-usein the
territory of Kosovo (except by the Government of the Federal Republic
of Yugoslavia (Serbia and Montenegro) or the Government of the Re-
public of Serbia), of any services or non-U.S.-origin goods (including
petroleum and petroleum products), software, technology (including
technical data), otherwise prohibited by Executive Order 13121 of
April 30, 1999, with respect, inter alia, to trade with the Federal Re-
public of Yugoslavia (Serbiaand Montenegro) are hereby authorized.
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(b) All transactions ordinarily incident to the exportation of goods (includ-
ing petroleum and petroleum products), software, or technology (in-
cluding technical data) from the United States or reexportation of
U.S.-origin goods, software, or technology from aforeign country des-
tined for end-use in the territory of Kosovo are authorized, provided
that the following terms and conditions are met:

(1) the exportation or reexportation is licensed or otherwise authorized by
the Department of Commerce under the provisions of the Export Ad-
ministration Act of 1979, 50 U.S.C. App. 2401-2420, and the Interna-
tional Emergency Economic Powers Act, 50 U.S.C. 1701-1706;

(2) the exportation or reexportation is not financed by a person whose
property is blocked pursuant to 31 C.F.R. § 586.201;

(3) thefinancing does not involve any debit to a blocked account; and

(4) the transaction does not involve the opening or operation by any U.S.
person of a correspondent account for afinancial institution whose
property is blocked pursuant to 31 C.F.R. 586.201.

(c) Theimportation into the United States, directly or indirectly, of any
goods, software, technology (including technical data) or services origi-
nating in the territory of Kosovo otherwise prohibited by Executive Or-
der 13121 of April 30, 1999, with respect, inter alia, to trade with the
Federal Republic of Yugodavia (Serbia and Montenegro) is hereby
authorized.

(d) Any transaction or dealing by a United States person, wherever lo-
cated, in goods, software, technology (including technical data) or serv-
ices, regardless of country of origin, for exportation, reexportation,
sale, or supply to, or exportation from, the territory of Kosovo other-
wise prohibited by Executive Order 13121 of April 30, 1999, with re-
spect, inter alia, to trade with the Federal Republic of Yugodavia
(Serbia and Montenegro) is hereby authorized.

Note: This general license does not excuse the U.S. person from compli-
ance with other applicable U.S. laws governing the exportation and re-
exportation of U.S.-origin goods, software, technology (including
technical data) or services.

, . f

All new investment by United States persons in the territory of Kosovo,
and the approval or other facilitation by United States persons of other
persons’ new investment in the territory of Kosovo, are authorized.

F—UNITA (Angola)
UNITA (Angola) Sanctions Regulations (31 C.F.R. Part 590)

In coordination with international sanctions adopted by the United Na-
tions Security Council, the President signed Executive Order 12865 on
September 26, 1993, initiating sanctions against the “Uniao Nacional
paraalndependencia Total de Angola” andthe* Forces Armadaspara a
Liberacao de Angola” (“FALA"), knownin English asthe“National Un-
ionforthe Total Indepen-denceof Angola’ andthe* Armed Forcesfor the
Liberation of Angola” UNITA includes any person acting or purporting
to act for or on behalf of either of these organizations. In responseto UN
Security Council Resolutions 1127 of August 28, 1997 and 1130 of Sep-
tember 29, 1997, the President signed Executive Order 13069 on Decem-

tional sanctions in accordance with UN Security Council Resolutions
1173 of June 12, 1998, and 1176 of June 24, 1998.

+ASSETSBLOCKED - Inthelatest Executive Order, the President has
blocked al property within the possession or control of aU.S. personin
which UNITA oritssenior official s (including adult membersof their im-
mediate families) have aninterest. Theseindividualswill be designated
by OFAC. Their property cannot be transferred or otherwise dedlt in
without a license from OFAC.

«IMPORT RESTRICTIONSON DIAMONDSEXPORTED FROM

ANGOLA - Diamonds exported from Angola on or after August 19,
1998, 12:01 am. EDT, may not be imported, directly or indirectly, into
theUnited Statesunlessthey are controlled through the Certificate of Ori-
gin regime of the Angolan Government of Unity and National Recon-
ciliation. Any documentation that demonstratesto the satisfaction of the
United States Customs Service that the diamonds were legally exported
from Angolawith approval of the Angolan Government of Unity and Na-
tional Reconciliation is acceptable.

« EXPORTING GOODSTO ANGOLA - U.S. persons, wherever lo-
cated, cannot export thefollowing types of goods, regardless of origin, to
the territory of Angola other than through points of entry designated by
the United States Treasury Department (see APPENDI X below in this
section), nor can U.S.-registered vessels or aircraft be used for such ex-
ports: mining equipment, armsand related material of all types, including
weapons and ammunition, military vehicles and equipment and related
spare parts, petroleum and petroleum products, aircraft or aircraft compo-
nents, and motorized vehiclesor watercraft, and spare partsfor them. Ap-
pendices to the UNITA (Angola) Sanctions Regulations should be
consulted for greater detail.

+EXPORTING SERVICESTO ANGOLA - U.S. persons cannot sell
or supply mining services or ground or waterborne transportation serv-
ices, regardless of origin, to personsin areas of Angolato which State ad-
ministration has not been extended. The UNITA (Angola) Sanctions
Regulations should be consulted for areas designated by OFAC.

« TRANSACTIONSRELATED TO AIRCRAFT SERVICES AND
AIRTRAVEL TO ANGOLA - Thefollowingtypesof transactionsare
prohibited from being performed by U.S. persons or from the United
States: the insurance, engineering or servicing of any aircraft owned or
controlled by UNITA ;thegranting of permissionto any aircraft to take of f
from, land in, or overfly the United States if the aircraft, as part of the
sameflight or asacontinuation of that flight, isdestined toland in or has
taken off from a place in the territory of Angola other than one specified
by the U.S. Department of the Treasury; the provision or making avail-
able of engineering and maintenance servicing, the certification of air-
worthiness, the payment of new claims against existing insurance
contracts, or the provision, renewal or making available of direct insur-
ance with respect to any aircraft registered in Angola other than those
specified by the U.S. Department of the Treasury, or that has flown into
Angola other than through a port of entry specified by the U.S. Depart-
ment of the Treasury.

APPENDIX - POINTS OF ENTRY TO THE TERRITORY OF ANGOLA
DESIGNATED BY THE SECRETARY OF THE TREASURY

ber 12, 1997, further tightening the sanctionsagainst UNITA. On August Airports:
18, 1998, the President signed Executive Order 13098 imposing addi- Luanda
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Katumbela, Benguela Province
Ports:

Luanda
Lobito, Benguela Province

Namibe, Namibe Province
Entry Points:

Malongo, Cabinda Province

G—IRAN
An overview of Regulationsinvolving Sanctions against Iran

Iranian Transactions Regulations (31 C.F.R. Part 560)

«INTRODUCTION - Asaresult of Iran’s support for international ter-
rorism and its aggressive actions against non-belligerent shipping in the
Persian Gulf, President Reagan, on October 29, 1987, issued Executive
Order 12613 imposing a new import embargo on Iranian-origin goods
and services. Section 505 of the International Security and Devel opment
Cooperation Act of 1985 (“ISDCA”) was utilized asthe statutory author-
ity for the embargo which gave rise to the Iranian Transactions Regula-
tions, Title 31 Part 560 of the U.S. Code of Federal Regulations (the
“ITR").

Effective March 16, 1995, as aresult of Iranian sponsorship of interna-
tional terrorism and Iran’ sactive pursuit of weapons of massdestruction,
President Clinton issued Executive Order 12957 prohibiting U.S. in-
volvement with petroleum development in Iran. On May 6, 1995, he
signed Executive Order 12959, pursuant to the International Emergency
Economic Powers Act (“IEEPA”) as well as the ISDCA, substantially
tightening sanctions against Iran.

OnAugust 19, 1997, the Presi dent signed Executive Order 13059 clarify-
ing Executive Orders 12957 and 12959 and confirming that virtually all
trade and investment activities with Iran by U.S. persons, wherever lo-
cated, are prohibited.

On March 17, 2000, the Secretary of State announced that sanctions
against Iran would be eased to allow U.S. personsto purchase and import
carpetsand food products such as dried fruits, nuts, and caviar from Iran.
Thischange wasimplemented through amendmentsto the I TR at theend
of April 2000.

«|MPORTSFROM IRAN - Goodsor servicesof Iranian originmay not
beimported into the United States, either directly or through third coun-
tries, with the following exceptions:

* Gifts valued at $100 or less;
* Information or informational materials;

* Foodstuffs intended for human consumption that are classified under
chapters 2-23 of the Harmonized Tariff Schedule of the United States;
and

* Carpets and other textile floor coverings and carpets used aswall hang-
ings that are classified under chapter 57 or heading 9706.00.60 of the
Harmonized Tariff Schedule of the United States.

U.S. persons are prohibited from providing financing for prohibited im-
port transactions. Therearerestrictionson letter of credit transactionsin-
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volving the Government of Iran (seeFINANCIAL DEALINGSWITH
IRAN, FINANCING PURCHASES FROM IRAN OR ITS GOV-
ERNMENT, and FINANCING IRANIAN-ORIGIN FOODSTUFFS
AND CARPETS OTHER THAN PURCHASES FROM IRAN OR
ITSGOVERNMENT below).

« EXPORTSTO IRAN - In general, unless licensed by OFAC, goods,
technology (including technical data or other information subject to Ex-
port Administration Regulations), or services may not be exported, reex-
ported, sold or supplied, directly or indirectly, from the United States or
by a U.S. person, wherever located, to Iran or the Government of Iran.
The ban on providing services includes any brokering function from the
United States or by U.S. persons, wherever located. For example, aU.S.
person, wherever located, or any person acting within the United States,
may not broker offshore transactionsthat benefit Iran or the Government
of Iran, including sales of foreign goods or arranging for third-country fi-
nancing or guarantees.

In general, a person may not export from the U.S. any goods, technology
or services, if that person knows or hasreason to know such itemsarein-
tended specifically for supply, transshipment or reexportation to Iran.
Further, such exportationisprohibited if theexporter knowsor hasreason
to know the U.S. items areintended specifically for usein the production
of, for commingling with, or for incorporation into goods, technology or
servicesto bedirectly or indirectly supplied, transshipped or reexported
exclusively or predominately to Iran or the Government of Iran. A narrow
exception iscreated for the exportation from the United Statesor by U.S.
personswherever located of low-level goodsor technology to third coun-
tries for incorporation or substantial transformation into foreign-made
end products, provided the U.S. content isinsubstantial, as defined inthe
regulations, and certain other conditions are met.

Donations of articlesintended to relieve human suffering (such as food,
clothing, and medicine), gifts valued at $100 or less, licensed exports of
agricultural commodities and products, medicine, and medical equip-
ment, and trade in “informational materials’ are permitted. “Informa-
tiona materials’ are defined to include publications, films, posters,
phonograph records, photographs, microfilms, microfiche, tapes, com-
pact disks, CD ROMs, artworks, and news wire feeds, although certain
Commerce Department restrictions still apply to some of those materials.
To be considered informational material, artworks must be classified un-
der chapter subheadings 9701, 9702, or 9703 of the Harmonized Tariff
Schedule of the United States.

With certain exceptions, foreign persons who are not U.S. persons are
prohibited from reexporting to I ran sensitive U.S.-origin goods, technol -
ogy or services to Iran or the Government of Iran. Foreign personsin-
volved in such reexports may be placed on the U.S. Commerce
Department’s “ Export Denial Orders” list.

U.S. persons may not approve, finance, facilitate or guarantee any trans-
action by a foreign person where that transaction by a foreign person
would be prohibited if performed by a U.S. person or from the United
States.

« DEALING IN IRANIAN-ORIGIN GOODS OR SERVICES - Ex-
cept as authorized by amendments to the ITR relating to foodstuffs and
carpets, which wereissued at the end of April 2000, U.S. persons, includ-
ing foreign branches of U.S. depository institutions and trading compa-
nies, are prohibited from engaging in any transactions, including
purchase, sale, transportation, swap, financing, or brokering transactions
related to goods or services of Iranian origin or goods or services owned
or controlled by the Government of Iran.
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Servicesprovidedinthe United Statesby an Iranian national already resi-
dent in the United States are not considered services of Iranian origin.

These prohibitionsapply to transactions by United States personsinloca
tionsoutsidethe United Stateswith respect to goods or serviceswhich the
United States person knows, or has reason to know, are of Iranian origin
or are owned or controlled by the Government of Iran. U.S. persons may
not import such goods or servicesinto or export them from foreign loca-
tions. A U.S. person may, however, engagein transactionsin third coun-
tries necessary to sell, dispose of, store, or maintain goods located in a
third country which were legally acquired by that U.S. person prior to
May 7, 1995 on the condition that the transactions do not result in an im-
portation into the United States of goods of Iranian origin.

« FINANCIAL DEALINGSWITH IRAN - New investments by U.S.
persons, including commitments of funds or other assets, loans or any
other extensions of credit, in Iran or in property (including entities)
owned or controlled by the Government of Iran are prohibited. For your
information, Appendix A containsalist of banksowned or controlled by
the Government of Iran. While U.S. persons may continueto chargefees
and accrue interest on existing Iranian loans, a specific license must be
obtained to reschedule or otherwise extend the maturities of existing
loans.

Payments for licensed sales of agricultural commodities and products,
medicine and medical supplies must reference an appropriate OFAC li-
cense and may not involve adebit or credit to an account of apersonin
Iran or the Government of |ran maintained on the books of aU.S. deposi-
tory institution. Paymentsfor and financing of such licensed salesmay be
accomplished by cashinadvance, saleson open account (provided theac-
count receivableis not transferred by the person extending the credit), or
by third country financial institutions that are neither U.S. persons nor
government of Iran entities. Any other arrangements must be specifically
authorized by OFAC. U.S. depository insitutions may advise and con-
firmlettersof creditissued by third country banks covering licensed sales
of agricultural commodities and products, medicine and medical sup-
plies.

« FINANCING PURCHASES FROM IRAN OR ITS GOVERN-
MENT - Paymentsfor authorized imports of foodstuffsand carpets must
reference the relevant section of the ITR. While U.S. depository institu-
tions may deal with Iranian banks on a documentary collection basis
[URC 522] for authorized purchases of foodstuffsor carpets, neither pay-
ments under collections, nor any other payments, may involve adebit or
credit to the account of a person in Iran or the Government of Iran on the
books of aU.S. depository ingtitution. U.S. depository institutions may
issue letters of credit for purchases provided that the letters of credit are
not advised, negotiated, paid, or confirmed by a bank that is included
within the definition of the term Government of Iran. A bank that isin-
cludedinthedefinition of theterm Government of Iran may forward letter
of credit documents strictly on adocumentary collection basis, either di-
rectly toaU.S. depository institution or to athird country bank that isnot
included within the definition of the term Government of Iran, but cannot
send them on an “approva” basis since it cannot be party to a letter of
credit.

» FINANCING IRANIAN-ORIGIN FOODSTUFFS AND CAR-
PETSOTHER THAN PURCHASES FROM IRAN OR ITSGOV-
ERNMENT - U.S. depository ingtitutions are authorized to issue,
advise, negotiate, pay, or confirm letters of credit to pay for transactions
in or related to foodstuffs and carpets asreferenced in amendmentsto the
ITRissued at the end of April 2000, other than purchasesfrom Iran or its
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Government, provided that such letters of credit are not issued, advised,
negotiated, paid, or confirmed by abank that isincluded within thedefini-
tion of the term Government of Iran.

«“PRE-ZERO CONTRACTS’ - Lettersof credit and other financing
arrangements with respect to trade contracts in force as of May 6, 1995,
may be performed pursuant to their terms provided that the underlying
trade transaction was completed prior to June 6, 1995 (February 2, 1996
for “agricultural commodities’), or as specifically licensed by OFAC.
Standby lettersof credit that serve asperformance guaranteesfor services
to be rendered after June 6, 1995, cannot be renewed and payment may
not be made after that date without authorization by OFAC.

« OTHER BANKING SERVICES - U.S. depository ingtitutions, in-
cluding foreign branches, are prohibited from servicing accounts of the
Government of Iran, including banks owned or controlled by the Govern-
ment of Iran (asin Appendix A) or personsin Iran. However, they are
authorized to pay interest, deduct reasonable and customary service
charges, process transfers related to exempt transactions, such asthe ex-
portation of information or informational material, atravel-related remit-
tance, or a payment for the shipment of a donation of articlesto relieve
human suffering or, at the request of an account holder, effect alump sum
closure of an account by payment to its owner. They may not otherwise
directly credit or debit Iranian accounts.

U.S. depository institutions may handle “U-turn” transactions—cover
paymentsinvolving Iran that are by order of athird country bank for pay-
ment to another third country bank—provided they do not directly credit
or debit an Iranian account. They are aso permitted to handle non-
commercial family remittances involving Iran and non-commercial re-
mittances involving humanitarian relief (such as for the victims of the
earthquake in Khorasan), provided the transfers are routed to or from
non-U.S., non-lranian offshore banks.

U.S. depository ingtitutions initiating or receiving payment orders in-
volving Iran on behalf of customers must determine prior to processing
such paymentsthat they do not involve transactions prohibited by the Ira-
nian Transactions Regulations.

+TRAVEL - All transactionsordinarily incident to travel to or fromIran,
including the importation of accompanied baggage for strictly personal
use, payment of maintenance and living expenses and acquisition of
goods or services for personal use are permitted.

+ OVERFLIGHTS PAYMENTS - Payments to Iran for services ren-
dered by the Government of Iran in connection with the overflight of Iran
or emergency landing in Iran of aircraft owned by United States persons
or registered in the U.S. are authorized.

« PERSONAL COMMUNICATIONS, INFORMATION AND IN-
FORMATIONAL MATERIALS - The receipt or transmission of
postal, telegraphic, telephonic or other personal communications, which
does not involve the transfer of anything of value, between the United
States and Iran is authorized. The exportation from the United Statesto
Iran of information and informational materials, whether commercial or
otherwise, regardlessof format or medium of transmission, and any trans-
action incident to such exportation is authorized.

+ TRANSACTIONSINVOLVING U.S. AFFILIATES- No U.S. per-
son may approve or facilitate the entry into or performance of transac-
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tions or contractswith Iran by aforeign subsidiary of aU.S. firm that the
U.S. person is precluded from performing directly. Similarly, no U.S.
person may facilitate such transactions by unaffiliated foreign persons.

«|RANIAN PETROLEUM INDUSTRY - U.S. persons may not trade
in Iranian il or petroleum products refined in Iran, nor may they finance
such trading. Similarly, U.S. persons may not perform services, includ-
ing financing services, or supply goods or technology, that would benefit
the Iranian oil industry.

APPENDIX - BANKS OWNED OR CONTROLLED BY THE

GOVERNMENT OF IRAN

AGRICULTURAL COOPERATIVE BANK OF IRAN (a.k.a. BANK TAAVON KE-
SHAVARZI IRAN), No. 129 Patrice Lumumba Street, Jalal-Al-Ahmad Expressway,
P.O. Box 14155/6395, Tehran, Iran

AGRICULTURAL DEVELOPMENT BANK OF IRAN (a.k.a. BANK JOSIAIYI KE-
SHAHVARZI), Farahzad Expressway, Tehran, Iran

BANK JOSIAIYI KESHAHVARZI (a.k.a. AGRICULTURAL DEVELOPMENT BANK
OF IRAN), Farahzad Expressway, Tehran, Iran

BANK MARKAZI JOMHOURI ISLAMI IRAN (a.k.a. THE CENTRAL BANK OF
IRAN), Ferdowsi Avenue, P.O. Box 11365-8551, Tehran, Iran

BANK MASKAN (a.k.a. HOUSING BANK (of Iran)), Ferdowsi St., Tehran, Iran

BANK MELLAT, Park Shahr, Varzesh Avenue, P.O. Box 11365/5964, Tehran, Iran,
and all offices worldwide, including, but not limited to:

- BANK MELLAT (Branch), Ziya Gokalp Bulvari No. 12, Kizilay, Ankara, Turkey

- BANK MELLAT (Branch), Binbir Cicek Sokak, Buyukdere Caddesi, P.O. Box
67, Levant, Istanbul, Turkey

- BANK MELLAT (Branch), 48 Gresham Street, London EC2V 7AX, England

BANK MELLI, P.O. Box 11365-171, Ferdowsi Avenue, Tehran, Iran, and all offices
worldwide, including, but not limited to:

- BANK MELLI (Branch), 4 Moorgate, London EC2R 6AL, England
- BANK MELLI (Branch), Schadowplatz 12, 4000 Dusseldorf 1, Germany

- BANK MELLI (Branch), Friedenstrasse 4, P.O. Box 160 154, 6000 Frankfurt
am Main, Germany

- BANK MELLI (Branch), P.O. Box 112129, Holzbruecke 2, 2000 Hamburg 11,
Germany

- BANK MELLI (Branch), Odeonsplatz 18, 8000 Munich 22, Germany
- BANK MELLI (Branch), 43 Avenue Montaigne, 75008 Paris, France

- BANK MELLI (Branch), 601 Gloucester Tower, The Landmark, 11 Pedder
Street, P.O. Box 720, Hong Kong

- BANK MELLI (Representative Office), 333 New Tokyo Building, 3-1 Maru-
nouchi, 3-chome, Chiyoda-ku, Tokyo, Japan

- BANK MELLI (Representative Office), 818 Wilshire Boulevard, Los Angeles,
California 90017, U.S.A

- BANK MELLI (Representative Office), 767 Fifth Avenue, 44th Floor, New York,
New York 10153, U.S.A

- BANK MELLI (Representative Office), Smolensky Boulevard 22/14, Kv. S.,
Moscow, Russia

- BANK MELLI (Branch), Flat No. 1, First Floor, 8 Al Sad El-Aaly, Dokki, P.O.
Box 2654, Cairo, Egypt

- BANK MELLI (Branch), Ben Yas Street, P.O. Box No. 1894, Riga Deira, Dubai,
UAE

- BANK MELLI (Branch), P.O. Box 2656, Shaikha Maryam Building, Liwa Street,
Abu Dhabi, U.A.E

- BANK MELLI (Branch), B.P.O. Box 1888, Clock Tower, Industrial Road, Al-Ain
Club Building in from Emertel Al Ain, Al Ain, Abu Dhabi, U.A.E

- BANK MELLI (Branch), P.O. Box 1894, Riga, Ban Yas Street, Deira, Dubai,
UAE

- BANK MELLI (Branch), Mohd-Habib Building, Al-Fahidi Street, P.O. Box 3093,
Bur Dubai, Dubai, U.A.E

- BANK MELLI (Branch), P.O. Box 248, Fujairah, U.A.E
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- BANK MELLI (Branch), Sami Sagar Building Oman Street Al-Nakheel, P.O.
Box 5270, Ras-Al Khaimah, U.A.E

- BANK MELLI (Branch), P.O. Box 459, Al Bory Street, Sharjah, U.A.E.

- BANK MELLI (Branch), P.O. Box 785, Government Road, Shaikh Mubarak
Building, Manama, Bahrain

- BANK MELLI (Branch), P.O. Box 23309, Shaikh Salman Street, Road No.
1129, Muharraq 211, Bahrain

- BANK MELLI (Branch), P.O. Box 5643, Mossa Abdul Rehman Hassan Build-
ing, 238 Al Burj St., Ruwi, Muscat, Oman

BANK OF INDUSTRY AND MINE (of Iran) (a.k.a. BANK SANAT VA MADAN),
Hafez Avenue, P.O. Box 11365/4978, Tehran, Iran

BANK REFAH KARGARAN (a.k.a. WORKERS WELFARE BANK (of Iran)), Moffet-
tah No. 125, P.O. Box 15815 1866, Tehran, Iran

BANK SADERAT IRAN, Bank Saderat Tower, P.O. Box 15745-631, Somayeh
Street, Tehran, Iran, and all offices worldwide, including, but not limited to:

- BANK SADERAT IRAN (Branch), Hamdam Street, Airport Road Intersection,
P.O. Box 700, Abu Dhabi, U.A.E

- BANK SADERAT IRAN (Branch), Al-Am Road, P.O. Box 1140, Al Ein, Abu
Dhabi, U.A.E

- BANK SADERAT IRAN (Branch), Liwara Street, P.O. Box 16, Ajman, U.A.E

- BANK SADERAT IRAN (Branch), 3rd Floor Dom Dasaf Building, Mejloka Street
7A, Ashkhabad, Turkmenistan

- BANK SADERAT IRAN (Branch), 25-29 Panepistimiou Street, P.O. Box 4308,
GR-10210, Athens 10672, Greece

- BANK SADERAT IRAN (Branch), Imam Ali Street, Sahat Yaghi, Ras Elain-
Alektisad Building 2nd Floor, Baalbeck, Lebanon

- BANK SADERAT IRAN (Branch and Offshore Banking Unit), 106 Government
Road, P.O. Box 825, Manama Town 316, Bahrain

- BANK SADERAT IRAN (Branch), Hamra Pavillion Street, Savvagh and Daa-
boul Building 1st Floor, P.O. Box 113-6717, Beirut, Lebanon

- BANK SADERAT IRAN (Branch), Alghobairi Boulevard, Beirut, Lebanon
- BANK SADERAT IRAN (Branch), 28 Sherif Street, P.O. Box 462, Cairo, Egypt

- BANK SADERAT IRAN (Branch), Old Ben-Ghanem Street (next to God Mar-
ket), P.O. Box 2256, Doha, Qatar

- BANK SADERAT IRAN (Branch), Almaktoum Road, P.O. Box 4182, Deira, Du-
bai, U.A.E

- BANK SADERAT IRAN (Branch), Bazar Murshid, P.O. Box 4182, Deira, Dubai,
UAE

- BANK SADERAT IRAN (Branch), Alfahid Road, P.O. Box 4182, Bur Dubai, Du-
bai, U.A.E

- BANK SADERAT IRAN (Branch), Sherea Shekikh Zayad Street, P.O. Box 55,
Fujairah, U.A.E

- BANK SADERAT IRAN (Branch), Wilhelm Leuschner Strasse 41, P.O. Box
160151, W-6000 Frankfurt am Main, Germany

- BANK SADERAT IRAN (Branch), P.O. Box 112227, Hopfenhof Passage, Klei-
ner Bustah 6-10, W-2000 Hamburg 11, Germany

- BANK SADERAT IRAN (Branch), Lothbury, London EC2R 7HD, England

- BANK SADERAT IRAN (Representative Office), 707 Wilshire Boulevard, Suite
4880, Los Angeles, California 90017, U.S.A

- BANK SADERAT IRAN (Representative Office), 55 East 59" Street, 16" Floor,
New York, New York 10022, U.S.A

- BANK SADERAT IRAN (Branch), P.O. Box 4269, Mutrah, Muscat, Oman

- BANK SADERAT IRAN (Branch), 16 rue de la Paix, Paris 2eme, 75002 Paris,
France

- BANK SADERAT IRAN (Branch), Alaroba Road, P.O. Box 316, Sharjah, U.A.E

BANK SANAT VA MADAN (a.k.a. BANK OF INDUSTRY AND MINE (of Iran)),
Hafez Avenue, P.O. Box 11365/4978, Tehran, Iran

BANK SEPAH, Emam Khomeini Square, P.O. Box 11364, Tehran, Iran, and all of-
fices worldwide, including, but not limited to:

- BANK SEPAH (Branch), Muenchener Strasse 49, P.O. Box 10 03 47, W-6000
Frankfurt am Main 1, Germany

- BANK SEPAH (Branch), 5/7 Eastcheap, EC3M 1JT London, England
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- BANK SEPAH (Repesentative Office), 650 Fifth Avenue, New York, New York
10019, U.S.A

- BANK SEPAH (Branch), 17 Place Vendome, 75001 Paris, France.
- BANK SEPAH (Branch), Via Barberini 50, 00187 Rome, ltaly

- BANK SEPAH (Representative Office), Ufficio di Rappresentan Za, Via Ugo
Foscolo 1, 20121 Milan, Italy

BANK TAAVON KESHAVARZI IRAN (a.k.a. AGRICULTURAL COOPERATIVE
BANK OF IRAN) No. 129 Patrice Lumumba Street, Jalal-Al-Ahmad Expressway,
P.O. Box 14155/6395, Tehran, Iran

BANK TEJARAT, 130 Taleghani Avenue, Nejatoullahie, P.O. Box 11365-5416, Te-
hran, Iran, and all offices worldwide, including, but not limited to:

- BANK TEJARAT (Branch), 6/8 Clements Lane, London EC4N 7AP, England

- BANK TEJARAT (Branch), 44 Avenue des Champs Elysees, 75008 Paris,
France

DEUTSCH-IRANISCHE HANDELSBANK AG (n.k.a. EUROPAEISCH-IRANISCHE
HANDELSBANK AG) Depenau 2, W-2000 Hamburg 1, Germany, and all offices
worldwide, including, but not limited to:

- DEUTSCH-IRANISCHE HANDELSBANK AG (n.k.a. EUROPAEISCH-
IRANISCHE HANDELSBANK AG) (Representative Office), 23 Argentine
Square, Beihaghi Bulvard, P.O. Box 15815/1787, Tehran 15148, Iran

EUROPAEISCH-IRANISCHE HANDELSBANK AG (f.k.a. DEUTSCH-IRANISCHE
HANDELSBANK AG) Depenau 2, W-2000 Hamburg 1, Germany, and all offices
worldwide, including, but not limited to:

- EUROPAEISCH-IRANISCHE HANDELSBANK AG (f.k.a. DEUTSCH-
IRANISCHE HANDELSBANK AG) (Representative Office), 23 Argentine
Square, Beihaghi Bulvard, P.O. Box 15815/1787, Tehran 15148, Iran

HOUSING BANK (of Iran) (a.k.a. BANK MASKAN), Ferdowsi St., Tehran, Iran

IRAN OVERSEAS INVESTMENT BANK LIMITED (f.k.a. IRAN OVERSEAS IN-
VESTMENT CORPORATION LIMITED), 120 Moorgate, London EC2M 6TS, Eng-
land, and all offices worldwide, including, but not limited to:

- IRAN OVERSEAS INVESTMENT BANK LIMITED (Representative Office),
1137 Avenue Vali Asr off Park-e-SAll, P.O. Box 15115/531, Tehran, Iran

- IRAN OVERSEAS INVESTMENT BANK LIMITED (Agency), Suite 3c Olympia
House, 61/63 Dame Street, Dublin 2, Ireland

- IRAN OVERSEAS INVESTMENT BANK LIMITED (Agency), Improgetti, Via
Germanico 24, 00192 Rome, Italy

- IRAN OVERSEAS TRADING COMPANY LIMITED (Subsidiary), 120 Moorgate,
London EC2M 6TS, England

IRAN OVERSEAS INVESTMENT CORPORATION LIMITED (n.k.a. IRAN OVER-
SEAS INVESTMENT BANK LIMITED), 120 Moorgate, London EC2M 6TS, Eng-
land

THE CENTRAL BANK OF IRAN (a.k.a. BANK MARKAZI JOMHOURI ISLAMI
IRAN), Ferdowsi Avenue, P.O. Box 11365-8551, Tehran, Iran

WORKERS WELFARE BANK (of Iran) (a.k.a. BANK REFAH KARGARAN), Moffet-
tah No. 125, P.O. Box 15815 1866, Tehran, Iran

Iranian Assets Control Regulations (31 C.F.R Part 535)

Separate Iranian sanctions regulations appear at 31 C.F.R. Part 535. On
November 14, 1979, the assets of the Government of Iran in the United
States were blocked in accordance with IEEPA, following the seizure of
the American Embassy in Teheran and the taking of U.S. diplomats as
hostages. Under the I ranian Assets Control Regulations(Title 31 Part 535
of the U.S. Code of Federal Regulations), some US$12 hillion in Iranian
Government bank deposits, gold, and other properties were frozen, in-
cluding $5.6 hillion in deposits and securities held by overseas branches
of U.S. banks. The assets freeze was eventually expanded to afull trade
embargo, which remained in effect until the Algiers Accordswere signed
with Iran on January 19, 1981. Pursuant to the Accords, most Iranian as-
setsintheUnited Stateswere unblocked and thetrade embargo waslifted.
TheU.S. Government also cancel ed any attachmentsthat U.S. partieshad
secured against I ranian assetsin the United States, so that the assetscould
be returned to Iran or transferred to escrow accounts in third countries
pursuant to the Accords. This action was upheld by the Supreme Court in
1981 in Dames & Moorev. Regan. Although greatly modified in scope,
the old Iranian Assets Control Regulations remain in effect. Many U.S.
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nationalshave claimsagainst Iran or Iranian entitiesfor products shipped
or services rendered before the onset of the 1979 embargo or for losses
sustained in Iran due to expropriation during that time. These claims are
still being litigated in the Iran-United States Claims Tribunal at The
Hague established under the Algiers Accords. Certain assets related to
these claims remain blocked in the United States and consist mainly of
military and dual-use property.

H—TERRORISM

Terrorism Sanctions Regulations (31 C.F.R. Part 595)

Terrorism List Governments Sanctions Regulations (31 C.F.R. Part 596)
Foreign Terrorist Organizations Sanctions Regulations (31 C.F.R. Part

597)

On January 23, 1995, President Clinton signed Executive Order 12947,
“Prohibiting Transactions with Terrorists Who Threaten to Disrupt the
Middle East Peace Process.” The Order blocked all property subject to
U.S.jurisdictioninwhichthereisany interest of 12 Middle East terrorist
organizationsincludedinan Annex totheOrder. On August 21, 1998, the
President amended Executive Order 12947 (by Executive Order 13098)
adding additional names. Executive Order 12947 blocksthe property and
interestsin property of personsdesignated by the Secretary of State, inco-
ordination with the Secretary of the Treasury and the Attorney General,
who are found (1) to have committed or to pose asignificant risk of dis-
rupting the Middle East peace process, or (2) to assist in, sponsor or pro-
vide financial, material, or technological support for, or services in
support of, such acts of violence. The Order further blocks all property
and interestsin property subject to U.S. jurisdiction in which thereisany
interest of personsdetermined by the Secretary of the Treasury, in coordi-
nation with the Secretary of State and the Attorney General, to be owned
or controlled by, or to act for or on behalf of any other person designated
pursuant to the Order (collectively “Specially Designated Terrorists’ or
“SDTs’). SDTsareintegrated into OFAC' s alphabetized master list of
Specialy Designated Nationalsand Blocked Personswith anidentifier of
“[SDT].” They have also been separately listed in a special OFAC bro-
chureentitled Terrorism: What You Need to Know About U.S. Sanctions.
The Order further prohibits any transaction or dealing by a United States
person or within the United States in property or interestsin property of
SDTs, including the making or receiving of any contribution of funds,
goods, or servicesto or for the benefit of such persons. It hasbeenimple-
mented by the Terrorism Sanctions Regulations.

On April 24, 1996, President Clinton signed into law the Antiterrorism
and Effective Death Penalty Act of 1996, Public Law 104-132, 110 Stat.
1214-1319. Section 321 of the Act makesit acriminal offense for U.S.
persons, except as provided in regulations issued by the Secretary of the
Treasury in consultationwith the Secretary of State, to engageinfinancial
transactions with the governments of countries designated under section
6(j) of the Export Administration Act of 1979, 50 U.S.C. App. 2405, as
supporting international terrorism. U.S. persons who engage in such
transactions are subject to criminal penalties under title 18, United States
Code. Inimplementation of section 321, the Treasury Department hasis-
sued the Terrorism List Governments Sanctions Regulations.

The countries currently designated under section 6(j) of the Export Ad-
ministration Act are Cuba, Iran, Irag, Libya, North Korea, Sudan, and
Syria. The provisions of existing OFAC regulations governing Cuba,
Iran, Irag, Libya and North Korea continue in effect with the added
authority of section 321. Financial transactions of U.S. personswith the
governments of those five countriesare governed by the separate parts of
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Title31 Chapter V of theU.S. Code of Federal Regulationsimposing eco-
nomi ¢ sanctionson those countriesand i nformati on about those programs
isavailablein separate OFAC brochures. Regarding the governments of
countries designated under section 6(j) that are not otherwise subject to
economic sanctions administered by OFAC, at present the government of
Syria, the Terrorism List Governments Sanctions Regulations prohibit
U.S. persons from receiving unlicensed donations and from engaging in
financial transactionswith respect to which the U.S. person knowsor has
reasonable cause to believe that the financial transaction poses arisk of
furthering terrorist actsin the United States. Bankslocated in the United
Statesand U.S. banks|ocated offshore must reject transfersin theform of
gifts or charitable contributions from the government of Syria, or from
entities owned or controlled by the government of Syria, unlessthe bank
knows or has reasonabl e cause to believe that the transaction poses arisk
of furthering terrorismin the United States, in which case the funds must
beretained by the bank. Banks should immediately notify OFAC Com-
pliance about any retained items. Reject itemsmust be reported within 10
businessdaysof rejection. For the purposesof thisprogramonly, afinan-
cial transaction not originated by the government of Syria (including its
central bank and government owned-or-controlled banks acting for their
own accounts), but transferred to the United States through one of those
banks, is not considered to be a prohibited financial transaction with the
government of Syria.

Section 302 of the Antiterrorism and Effective Death Penalty Act of 1996
also authorizesthe Secretary of State to designate organizations as“ For-
eign Terrorist Organizations’ (“FTOs’). The Act makesit acriminal of-
fense for U.S. personsto provide material support or resourcesto FTOs
and requires financial ingtitutions to block all funds in which FTOs or
their agents have an interest. The term “financial institutions’ comes
from 31 U.S.C. 5312(a)(2) and isdefined very broadly. Among thetypes
of businesses covered by Treasury’s Foreign Terrorist Organizations
Sanctions Regulations, which implement Section 302 of the Act, are
banks, securities and commodities broker/dealers, investment compa
nies, currency exchanges, issuers, redeemers, and cashiers of traveler's
checks, checks, money orders, or similar instruments, credit card system
operators, insurance companies, dealers in precious metals, stones or
jewels, pawnbrokers, loan and finance companies, travel agencies, li-
censed money transmitters, telegraph companies, businesses engaged in
vehicle sales, including automobile, airplane or boat sales, persons in-
volvedinreal estate closingsor settlements, and casinos. Such “financial
ingtitutions” must notify OFAC Compliance about any blocked funds
within ten days of blocking. The Act providesfor civil penaltiesto be as-
sessed against financia ingtitutions for failing to block or report the
blocking of FTO funds in an amount equal to $50,000 per violation or
twice the amount which ought to have been blocked or reported, which-
ever isgreater. Foreign Terrorist Organizationsand their agentsareinte-
grated into OFAC's aphabetized master list of Specialy Designated
Nationalsand Blocked Personswith anidentifier of “[FTQO].” They have
been separately listed in OFAC's Terrorism: What You Need to Know
brochure.

I—NARCOTICS
An overview of U.S. sanctions against Drug Traffickers

Foreign Narcotics Kingpin Designation Act

20 June 19, 2000

On December 3, 1999, President Clinton signed into law the Foreign Nar-
cotics Kingpin Designation Act (the “Kingpin Act”), 21 U.S.C. § 1901-
1908, 8 U.S.C § 1182.

The Kingpin Act blocks all property and interestsin property, subject to
U.S. jurisdiction, owned or controlled by significant foreign narcotics
traffickers as identified by the President. In addition, the Kingpin Act
blocksthe property and interestsin property, subject to U.S. jurisdiction,
of foreign persons designated by the Secretary of Treasury, in consulta-
tion with the Attorney General, the Director of Central Intelligence, the
Director of the Federal Bureau of Investigation, the Administrator of the
Drug Enforcement Administration, the Secretary of Defense, and the
Secretary of State, who arefound to be: (1) materially assistingin, or pro-
viding financial or technological support for or to, or providing goods or
servicesin support of, theinternational narcoticstrafficking activitiesof a
person designated pursuant to the Kingpin Act; (2) owned, controlled, or
directed by, or acting for or on behalf of, aperson designated pursuant to
theKingpin Act; or (3) playing asignificant roleininternational narcot-
icstrafficking.

Significant foreign narcotics traffickers and foreign persons designated
by the Secretary of the Treasury are referred to collectively as Specially
Designated Narcotics Traffickers. Foreign persons designated under the
Kingpin Act arereferred to as“[SDNTK]s" on OFAC'slisting of “ Spe-
cialy Designated Nationals and Blocked Persons’ to differentiate them
fromthe Specially Designated Narcotics Traffickersnamed under Execu-
tive Order 12978 (see below).

U.S. personsare prohibited from engagingin any transaction or dealingin
property or interestsin property of [SDNTK]s and from engaging in any
transaction that evades or avoids the prohibitions of the Kingpin Act.
These prohibitions affect trade transactions as well as accounts, securi-
ties, and other assets.

On June 1, 2000, the President identified the following twelve foreign
personsassignificant foreign narcoticstraffickersunder the Kingpin Act:

(1) AMEZCUA-CONTRERAS, Jose de Jesus
(2) AMEZCUA-CONTRERAS, Luis Ignacio
(3) ARELLANO-FELIX, Benjamin Alberto
(4) ARELLANO-FELIX, Ramon Eduardo
(5) CARO-QUINTERO, Rafael

(6) CARRILLO-FUENTES, Vicente

(7) CHANG Chi Fu

(8) HEATH, Noel Timothy

(9) MATTHEWS, Glenroy Vingrove

(10) OGUNGBUYI, Abeni O.

(11) OGUNGBUYI, Oluwole A.

(12) WEI Hsueh Kang

In addition to being integrated into OFAC's al phabetized master list of
Specially Designated National sand Blocked Persons, [SDNT]shavea so
been separately listed in a special OFAC brochure entitled Narcotics:
What You Need to Know About U.S. Sanctions Against Drug Traffickers—
An Overview of the Foreign Narcotics Kingpin Designation Act (21
U.SC. §1901_ 1908, 8 U.S.C § 1182) and Executive Order 12978 of Oc-
tober 21, 1995).

Executive Order 12978 of October 21, 1995

On Octaber 21, 1995, President Clinton signed Executive Order 12978
entitled “Blocking Assets and Prohibiting Transactions with Significant
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Narcotics Traffickers’ (the “Order”), which imposes sanctions with re-
spect to narcatics traffickers centered in Colombia. Executive Order
12978 has been implemented by the “Narcotics Trafficking Sanctions
Regulations” at 31 CFR Part 536.

The Order blocks all property subject to U.S. jurisdiction in which there
is any interest of four principal figuresin the Cali drug cartel who are
listed in the annex to the Order. Those four individuals are named as
“Principal Individuals.” 1naddition, the Order blocksthe property andin-
terestsin property of foreign persons determined by the Secretary of the
Treasury, in consultation with the Attorney General and the Secretary of
State, (a) to play asignificant role in international narcotics trafficking
centered in Colombia, or (b) to materially assist in or providefinancial or
technological support for, or goods or servicesin suport of, the narcotics
trafficking activities of persons designated in or pursuant to the Order. In
addition, the Order blocksall property and interestsin property subject to
U.S. jurisdiction of persons determined by the Secretary of the Treasury,
in consultation with the Attorney General and the Secretary of State, to be
owned or controlled by, or to act for or on behalf of, personsdesignatedin
or pursuant to the Order (collectively “Specially Designated Narcotics
Traffickers”). Thosedesignated arereferredtoas“[SDNT]s’ onOFAC'’s
listing of “Specially Designated Nationals and Blocked Persons’ to dif-
ferentiate them from the Specially Designated Narcotics Traffickers
named under the Kingpin Act. In addition to being integrated into
OFAC’ s alphabetized master list of Specially Designated Nationals and
Blocked Persons, [SDNT]s have also been separately listed in a specid
OFAC brochure entitled Narcotics: What You Need to Know About U.S.
Sanctions Against Drug Traffickers — An Overview of the Foreign Nar-
coticsKingpin Designation Act (21 U.S.C. §1901_1908,8U.S.C§1182)
and Executive Order 12978 of October 21, 1995).

The Order further prohibits any transaction or dealing by aUnited States
person or within the United States in property or interestsin property of
[SDNT]s, and any transaction that evades or avoids, has the purpose of
evading or avoiding, or attemptsto violate, the prohibitions contained in
the Order. This obviously impacts trade transactions (involving, for ex-
ample, letters of credit) aswell as accounts and other assets.

Designations of persons blocked pursuant to the Order are effective upon
the date of determination by the Director of the Office of Foreign Assets
Control, acting under authority delegated by the Secretary of the Treas-
ury. Public notice of blocking is effective upon the date of filing with the
Federal Register, or upon prior actual notice.

J—BURMA (MYANMAR)
Burmese Sanctions Regulations (31 C.F.R. Part 537)

« INTRODUCTION - On May 20, 1997, in response to the Burmese
Government’s large scale repression of and violence against the Demo-
cratic opposition, President Clinton issued Executive Order No. 13047
declaring anational emergency with respect to Burma. Theorder, issued
under the authority § 570(b) of the Foreign Operations, Export Financing
and Related Programs Appropriations Act, 1997 (Public Law 104-208)
(the “Act”) and the International Emergency Economic Powers Act (50
U.S.C. 1701-1706)(“IEEPA"), prohibits new investment in Burma by
U.S. persons, and their facilitation of new investment in Burmaby foreign
persons. Thesummary whichfollowsisintended asabroad overview of
the Regulations.

Criminal penalties for violating the Burmese Sanctions Regulations
range up to 10 yearsin jail, $500,000 in corporate, and $250,000 in indi-
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vidual fines. In addition, civil penalties of up to $11,000 per violation
may be imposed administratively.

« NEW INVESTMENT - The sanctions prohibit new investment in
Burma(Myanmar) by U.S. personson or after May 21, 1997, unless such
investment i s pursuant to an agreement in place prior toMay 21, 1997. A
number of criteriaare used to determinewhether or not a specific activity
is“grandfathered.” Factors taken into account include the clarity of the
scopeof theagreement, thedegree of specificity withwhichtheactivity is
described, and the extent to which the terms of the agreement are legally
enforceable. U.S. personswith pre-effective date agreementsfor the eco-
nomic devel opment of resources|ocated in Burmashould contact the Of -
fice of Foreign Assets Control for a determination as to whether or not
their project is exempted from the sanctions.

New investment in Burmaisdefined asacontract with the Government of
Burmaor anongovernmental entity in Burmafor the development of re-
sources (including natural, agricultural, commercial, financial, industrial
and human resources) located in Burma. The prohibition includes pur-
chasing a share of ownership (an equity interest) in aproject or entering
into an agreement which provides for a participation in royalties, earn-
ings, and profits from the economic development of resources located in
Burma. The Executiveorder also prohibitsaU.S. company from entering
into acontract which provides for the general supervision and guarantee
of another person’ sperformance of an agreement for the economic devel -
opment of resources located in Burma.

Some examples of prohibited new investment are as follows:

- A U.S. company wishes to build a new factory in Burmawhere its prod-
uctswill be produced. Thisislikely to involve an agreement for the
development of industrial, commercial, and human resources located in
Burmaand is prohibited.

- A U.S. contractor has been asked by aforeign oil company to be the
genera contractor for its oil exploration project in Burma. TheU.S.
company would not only supervise the sub-contractors, but aso guar-
antee their performance. This activity is considered new investment
and is prohibited.

- A U.S. sub-contractor has been asked to perform a service for the gen-
eral contractor in the previous example, but will have no supervisory
functions. The sub-contractor is merely providing aservie and its ac-
tivitiesin Burma are not prohibited (see “ General Exemptions’ be-
low).

- A U.S. company has been asked by a European company to provide on-
going technical support for its factory in Burma. The contract calls for
the U.S. company to be paid a percentage of the profits generated by
the Burmese factory. Thisisaprohibited new investment in Burma

«FACILITATION - A U.S. personis prohibited from approving, aiding
or supporting aforeign person’ sinvestment in Burma, if the foreign per-
son’s activity would constitute prohibited new investment if engaged in
by aU.S. person. Exception: While contracting to sell to aforeign person
a U.S. person’s equity or income interest in a development project in
Burma constitutes facilitation of that foreign person’s investment in
Burma, such adivestitureis authorized by general licenseto proceed. If
the transaction is valued at more than $10,000, areport must befiled for
statistical purposes with the Office of Foreign Assets Control, within ten
business days of the signing of such an agreement.

Examples of prohibited facilitation of aforeign person’s new investment
in Burmafollow:
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- Theforeign subsidiary of a U.S. company wishes to bid on a project to
develop acoal minein Burma. The U.S. parent cannot approve, super-
vise, or otherwise be involved in the foreign subsidiary’ s negotiations
with regard to this project.

- A U.S. oil company holds a pre-effective date contract to develop a
Burmese ail field. It wishesto sell its rights under the contract to afor-
eign company. It isauthorized to sell an interest without prior authori-
zation from OFAC, but if the agreement is valued at more than
$10,000, the seller must file a report with OFAC within ten days of the
signing of the agreement.

«INVESTMENT IN THIRD COUNTRY COMPANIES - U.S. per-
sons are prohibited from purchasing shares in a third-country company
where the company’s profits are predominantly derived from the com-
pany* seconomic devel opment of resourceslocated in Burma. If aperson
holds shares in an entity that subsequently engages exclusively or pre-
dominantly in the economic development of resourcesin Burma, or sub-
sequently derives its income exclusively or predominantly from such
activity, the U.S. person is not required to relinquish its shares, but may
not purchase additional shares. If the U.S. person sellsoff sharesvalued
at more than $10,000, the seller must file areport with OFAC for statisti-
cal purposes within ten days of the sale.

«GENERAL EXEMPTIONS- Thesaleor purchaseof goodsor serv-
icesto or from Burmais exempt from these sanctions, provided thetrans-
actiondoesnot resultinaU.S. person’ sacquisition of an equity or income
interest in a project for the development of resources located in Burma.
(Services constituting the general supervision and guarantee of another
person’ sagreement for the economi c devel opment of resourceslocatedin
Burma are not exempt.) Thistrade exemption includes financial serv-
ices, suchasfundstransfers, lettersof credit, and financing contracts, pro-
vided that the instrument is not collateralized by a project for the
development of resources located in Burma.

Investment in Burma in not-for-profit, educational, health or other hu-
manitarian programs or activities is authorized.

K—SUDAN
Sudanese Sanctions Regulations (31 C.F.R. Part 538)

«INTRODUCTION - On November 3, 1997, after finding that the poli-
cies and actions of the Government of Sudan, including continued sup-
port for international terrorism, ongoing efforts to destabilize
neighboring governments, and the preval ence of human rightsviolations,
including slavery and the denial of religious freedom, constituted an un-
usual and extraordinary threat to the national security and foreign policy
of the United States, President Clinton issued Executive Order No.
13067, declaring anational emergency to deal withthat threat. Theorder,
issued under the authority of International Emergency Economic Powers
Act (50 U.S.C. 1701-1706) (“IEEPA™), the National Emergencies Act
(50U.S.C. 1601 et seq.) and section 301 of title 3, United StatesCode, im-
posed a trade embargo against Sudan and atotal asset freeze against the
Government of Sudan. The Sudanese Sanctions Regulations, 31 C.F.R.
Part 538 (the “Regulations’) implement Executive Order No. 13067.

Criminal penalties for violating the Regulations range up to 10 yearsin
jail, $500,000in corporate, and $250,000 inindividual fines. Civil penal-
tiesof upto $11,000 per violation may also beimposed administratively.
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«BUYING FROM SUDAN - Goods or services of Sudanese origin may
not be imported into the United States either directly or through third
countrieswithout alicense. Exceptionsinclude: (1) Sudanese merchan-
dise up to $100 in value in non-commercia quantities may be brought
into the United Stateseither for strictly personal use as accompanied bag-
gageor sent asagift toapersonintheUnited Statesand (2) information or
informational materials may be imported without restriction. All other
imports of Sudanese origin must be authorized by the Office of Foreign
Assets Control.

Importation into the United States from third countries of goods contain-
ing raw materials or components of Sudanese origin is not prohibited if
those raw material sor components have been incorporated into manufac-
tured productsor otherwise substantially transformedin athird country.

«SELLING TO SUDAN - Except for information or informational ma:
terials and donated articles intended to relieve human suffering, such as
food, clothing and medicine, and the licensed export of agricultural com-
moditiesand products, medicine, and medical equipment, no goods, tech-
nology, or services may be exported from the United States to Sudan,
either directly or through third countries, without alicense. Exportation
of goodsor technology fromthe United Statesto third countriesisprohib-
ited if the exporter knows, or has reason to know, that the goods or tech-
nology are intended for transshipment to Sudan. The exportation of
goodsor technology intended specifically for incorporation or substantial
transformation into a third-country product is also prohibited if the par-
ticular product isto be used in Sudan, is being specifically manufactured
to fill a Sudanese order, or if the manufacturer’s sales of the particular
product are predominantly to Sudan.

No U.S. bank, including itsforeign branches, may finance, or arrange off-
shore financing for, third-country trade transactions where Sudan is
known to be the ultimate destination of, or the Government of Sudan is
the purchaser of, the goods. Arranging transactions which ultimately
benefit Sudan (for example, brokering third-country salesto Sudan) con-
stitutes an exportation of brokerage servicesto Sudan in violation of the
Regulations. The Regulationsalso prohibit non-U.S. personsfrom unau-
thorized re-exportation of U.S. origin goods to Sudan.

+SPECIALLY DESIGNATED NATIONALS- Individualsor organi-
zations that are owned or controlled by, or act on behalf of, the Govern-
ment of Sudan anywhereintheworld may be named by theU.S. Treasury
Department as “Specialy Designated Nationals’ (“SDNs") of Sudan.
U.S. persons are prohibited from transacting business with these indi-
vidualsand entities, and all of their property inthe United Statesor in the
possession or control of aU.S. person isblocked. Their names are pub-
lished in the Federal Register, an official publication of the U.S. Govern-
ment. A listing of such SDNs may be obtained by calling the Office of
Foreign Assets Control (“OFAC") at 202/622-2490. The listing, how-
ever, isapartial oneand any U.S. individual or organization engaging in
transactionswith foreign national smust takereasonable careto makecer-
tainthat such foreign national sarenot owned or controlled by or actingon
behalf of Sudan. U.S. individuals or organizationswho viol ate the Regu-
lations by transacting business with Specially Designated Nationals may
be subject to civil or criminal prosecution.

«SUDANESE GOVERNMENT ASSETSBL OCKED - EffectiveNo-
vember 4, 1997, al property and interestsin property of the Government
of Sudan, including its agencies, instrumentalities and controlled entities
and SDNs, in the United States or in the possession or control of aU.S.
person, including their overseas branches, are blocked. All transfers of
such property must be authorized by the OFAC. Any unlicensed funds
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transfer involving adirect or indirect interest of the Government of Sudan
(including any transfer routed to a Sudanese Government-controlled
bank) for which banks subject to U.S. jurisdiction receive instructions
must be deposited into ablocked account on the books of the bank receiv-
ingtheinstructions. Such fundsmay not bereturned to aremitter without
aspecific licensefrom the OFAC. No unlicensed debits may be madeto
blocked accountsto pay obligationsof U.S. or other persons, whether the
obligations arose before or after the sanctions against Sudan were im-
posed. Setoffs against blocked accounts are prohibited.

«FINANCIAL DEALINGSWITH SUDAN - Paymentsfor and financ-
ing of licensed sales of agriculutral commaodities and products, medicine,
and medical equipment may be accomplished by cash in advance, sales
on open account (provided the account receivableisnot transferred by the
person extending the credit), or by third country financial institutionsthat
are neither U.S. persons nor government of Sudan entities. U.S. banks
may advise and confirm letters of credit issued by third country banks
covering such licensed sales.

Payments for licensed sales of agricultural commodities and products,
medicine, and medical equipment, which must reference an appropriate
OFAC license, may not involve adebit to ablocked account on the books
of aU.S. depository institution. BeforeaU.S. bank initiatesapayment, or
creditsits customer for alicensed transaction, it must determine that the
transfer is authorized.

Asarule, al other financial dealingswith Sudan are prohibited, including
theperformanceby any U.S. person of any contract, including afinancing
contract, in support of anindustrial, commercial, public utility, or govern-
mental project in Sudan.

U.S. persons are authorized to send and receive personal remittances to
and from Sudan, provided that such transfers are not processed through a
bank owned or controlled by the Government of Sudan. Financing re-
lated to trade contracts involving Sudan which were in place prior to No-
vember 4, 1997, and for which underlying transactions were completed
by December 4, 1997, may be completed in accordance with their terms,
provided that no debits are made to a blocked account.

« PROHIBITED FACILITATION - The Regulations prohibit the fa-
cilitation by aU.S. person of thedirect or indirect exportation or reexpor-
tation of goods, technology or servicesto or from Sudan. Facilitation of a
tradeor financial transaction that could belawfully engaged indirectly by
aU.S. person or from the United Statesis not prohibited. Likewise, per-
formance of services of apurely clerical or reporting nature that does not
further trade or financial transactions with Sudan or the Government of
Sudanwill not viol atethe prohibition on exportati on of servicesto Sudan.

+NON-GOVERNMENTAL ORGANIZATIONS- Registration num-
bersmay beissued by OFA C on acase-by-case basi sto nongovernmental
organizations (“NGOs") involved in humanitarian or religious activities
in Sudan. This registration number will enable the NGO to continue
authorized operations in Sudan. Applications for registration must in-
clude the name and address of the NGO’ s headquarters; the name, title,
and telephone number of a person to be contacted in connection with the
registration; theNGO’ slocal addressin Sudan and name, if different; and
adetailed description of its humanitarian or religious activities and proj-
ectsin Sudan. Registrantsconducting transactionsfor their Sudanese op-
erations should reference their registration number on all funds transfer,
purchase, shipping, and financing documents.
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L—NONPROLIFERATION
Weapons of Mass Destruction Trade Control Regulations (31 C.F.R. Part
539)

«INTRODUCTION - In 1994, President Clinton issued Executive Or-
der 12938 declaring a national emergency with respect to the prolifera-
tion of nuclear, biological, and chemical weapons (“weapons of mass
destruction”) and the means for delivering them. On July 28, 1998, he
amended that Order by issuing Executive Order 13094, imposing, among
other measures, animport ban on foreign persons determined by the Sec-
retary of Stateto have engaged in activitiesrelated to the proliferation of
weapons of mass destruction on or after November 16, 1990. The new
import ban has been implemented by the Weapons of Mass Destruction
Trade Control Regulations (the “Regulations”).

«|MPORT BAN - The Regulations prohibit thedirect or indirect impor-
tation into the United States, including for transshipment or transit, of any
goods, technology, or services produced or provided by the foreign per-
sons designated by the Secretary of State. Importation into the United
States of goods or technology isprohibited if undertaken with the knowl-
edge or reason to know that such goods contain raw materials, compo-
nents, or technology produced or provided by a designated foreign
person. No U.S. person (which includes any person within the United
States) may finance, act asabroker for, transport, or otherwise participate
intheimportation into the United States of prohibited goods, technology,
or services. Publications, artwork, and other informational materials are
exempted from the import ban.

Servicesareconsidered to beimported into the United Stateswhereeither
the servicesor their benefit arereceived in the United States. The benefit
of servicesisreceived in the United States if the services are: (1) per-
formed on behalf of or for the benefit of a person located in the United
States; (2) received by aperson located in the United States; (3) received
by aperson located outside the United States on behalf of or for the bene-
fit of an entity organized in the United States; or (4) received by an indi-
vidual temporarily located outside the United States for the purpose of
obtaining such services for use in the United States.

+FOREIGN PERSONSDESIGNATED BY THE SECRETARY OF
STATE - The following ten foreign persons (with name variations as
shown) have been designated by the Secretary of State as subject to the
import ban. Along with any entities owned or controlled by them, they
arethe current targets of theserestrictions. The applicable effective date
of therestrictionsand citation to the Federal Register notice designating
theforeign personisgivenin bracketsafter that person’ snameandidenti-
fying information.

BALTIC STATE TECHNICAL UNIVERSITY, wherever located, including 1/21, 1-ya
Krasnoarmeiskaya Ul., 198005 St. Petersburg, Russia [63 FR 42089, July 30,
1998]

D. MENDELEYEV UNIVERSITY OF CHEMICAL TECHNOLOGY OF RUSSIA,
wherever located, including 9 Miusskaya Sq., Moscow 125047, Russia [64 FR
2935, January 8, 1999]

ENTEK (a.k.a. NIKIET; a.k.a. RESEARCH AND DEVELOPMENT INSTITUTE OF
POWER ENGINEERING [RDIPE]; a.k.a. THE SCIENTIFIC RESEARCH AND DE-
SIGN INSTITUTE OF POWER TECHNOLOGY), wherever located, including
101000, P.O. Box 788, Moscow, Russia [64 FR 2935, January 8, 1999]

EUROPALACE 2000, wherever located, including Moscow, Russia [63 FR 42089,
July 30, 1998]

GLAVKOSMOS, wherever located, including 9 Krasnoproletarskaya St., 103030
Moscow, Russia [63 FR 42089, July 30, 1998]

GRAFIT (a.k.a. NIIGRAFIT; a.k.a. STATE SCIENTIFIC RESEARCH INSTITUTE
OF GRAPHITE), wherever located, including 2 Ulitsa Elektrodnaya, 111524 Mos-
cow, Russia [63 FR 42089, July 30, 1998]
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INOR SCIENTIFIC CENTER, wherever located, including Moscow, Russia [63 FR
42089, July 30, 1998]

MAI (a.k.a. MOSCOW AVIATION INSTITUTE), wherever located, including 4
Volokolamskoye Shosse, Moscow 125871, Russia [64 FR 2935, January 8, 1999]

MOSCOW AVIATION INSTITUTE (a.k.a. MAI), wherever located, including 4
Volokolamskoye Shosse, Moscow 125871, Russia [64 FR 2935, January 8, 1999]

MOSO COMPANY, wherever located, including Moscow, Russia [63 FR 42089,
July 30, 1998]

NIIGRAFIT (a.k.a. GRAFIT; a.k.a. STATE SCIENTIFIC RESEARCH INSTITUTE
OF GRAPHITE), wherever located, including 2 Ulitsa Elektrodnaya, 111524 Mos-
cow, Russia [63 FR 42089, July 30, 1998]

NIKIET (a.k.a. ENTEK; a.k.a. RESEARCH AND DEVELOPMENT INSTITUTE OF
POWER ENGINEERING [RDIPE]; a.k.a. THE SCIENTIFIC RESEARCH AND DE-
SIGN INSTITUTE OF POWER TECHNOLOGY), wherever located, including
101000, P.O. Box 788, Moscow, Russia [64 FR 2935, January 8, 1999]

POLYUS SCIENTIFIC PRODUCTION ASSOCIATION, wherever located, including
3 Ulitsa Vvedenskogo, 117342 Moscow, Russia [63 FR 42089, July 30, 1998]

RDIPE [RESEARCH AND DEVELOPMENT INSTITUTE OF POWER ENGINEER-
ING] (a.k.a. ENTEK; a.k.a. NIKIET; a.k.a. THE SCIENTIFIC RESEARCH AND DE-
SIGN INSTITUTE OF POWER TECHNOLOGY), wherever located, including
101000, P.O. Box 788, Moscow, Russia [64 FR 2935, January 8, 1999]

RESEARCH AND DEVELOPMENT INSTITUTE OF POWER ENGINEERING
[RDIPE] (a.k.a. ENTEK; a.k.a. NIKIET; a.k.a. THE SCIENTIFIC RESEARCH AND
DESIGN INSTITUTE OF POWER TECHNOLOGY), wherever located, including
101000, P.O. Box 788, Moscow, Russia [64 FR 2935, January 8, 1999]

STATE SCIENTIFIC RESEARCH INSTITUTE OF GRAPHITE (a.k.a. GRAFIT;
a.k.a. NIIGRAFIT), wherever located, including 2 Ulitsa Elektrodnaya, 111524 Mos-
cow, Russia [63 FR 42089, July 30, 1998]

THE SCIENTIFIC RESEARCH AND DESIGN INSTITUTE OF POWER TECHNOL-
OGY (a.k.a. ENTEK; a.k.a. NIKIET; a.k.a. RESEARCH AND DEELOPMENT IN-
STITUTE OF POWER ENGINEERING [RDIPE]), wherever located, including
101000, P.O. Box 788, Moscow, Russia [64 FR 2935, January 8, 1999]

M—TALIBAN (Afghanistan)
“Executive Order: BLOCKING PROPERTY AND PROHIBITING
TRANSACTIONSWITH THE TALIBAN -

By the authority vested in me as President by the Constitution and the
laws of the United States of America, including the International Emer-
gency Economic PowersAct (50U.S.C. 1701 et seq.)(“|EEPA™), the N&
tional Emergencies Act (50 U.S.C. 1601 et seq.), and section 301 of title
3, United States Code,

I, WILLIAM J. CLINTON, President of the United States of America,
find that the actions and policies of the Taliban in Afghanistan, in allow-
ing territory under its control in Afghanistan to be used as a safe haven
and base of operations for Usamabin Ladin and the Al-Qaida organiza-
tion who have committed and threaten to continue to commit acts of vio-
lenceagainst the United Statesand itsnational s, constitute an unusual and
extraordinary threat to the national security and foreign policy of the
United States, and hereby declare anational emergency to deal with that
threat.

| hereby order:

Section 1. Except to the extent provided in section 203(b) of IEEPA (50
U.S.C. 1702(b)) and in regulations, orders, directives, or licenses that
may be issued pursuant to this order, and notwithstanding any contract
entered into or any license or permit granted prior to the effective date:

(a) dl property and interestsin property of the Taliban; and
(b) al property and interests in property of persons determined by the

Secretary of the Treasury, in consultation with the Secretary of State and
the Attorney General: (i) to be owned or controlled by, or to act for or on
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behalf of the Taliban; or (ii) to provide financial, material, or technologi-
cal support for, or servicesin support of, any of the foregoing;

that arein the United States, that hereafter come within the United States,
or that are or hereafter come within the possession or control of United
States persons, are blocked.

Section 2. Except to the extent provided in section 203(b) of IEEPA (50
U.S.C. 1702(b)) and in regulations, orders, directives, or licenses that
may be issued pursuant to this order, and notwithstanding any contract
entered into or any license or permit granted prior to the effective date:

(a) any transaction or dealing by United States persons or within the
United Statesin property or interestsin property blocked pursuant to this
order isprohibited, including the making or receiving of any contribution
of funds, goods, or servicesto or for the benefit of the Taliban or persons
designated pursuant to this order;

(b) the exportation, reexportation, sale, or supply, directly or indirectly,
fromthe United States, or by aUnited States person, wherever located, of
any goods, software, technology (including technical data), or servicesto
theterritory of Afghanistan controlled by the Taliban or to the Taliban or
persons designated pursuant to this order is prohibited,;

(c) theimportationinto the United States of any goods, software, technol -
ogy, or servicesowned or controlled by the Taliban or personsdesignated
pursuant to this order or from the territory of Afghanistan controlled by
the Taliban is prohibited;

(d) any transaction by any United States person or within the United
Statesthat evades or avoids, or hasthe purpose of evading or avoiding, or
attemptsto violate, any of the prohibitions set forthinthisorder isprohib-
ited; and

(e) any conspiracy formed to violate any of the prohibitions set forth in
this order is prohibited.

Sec. 3. The Secretary of the Treasury, in consultation with the Secretary
of State, is hereby directed to authorize commercial sales of agricultural
commoditiesand products, medicine, and medical equipment for civilian
end useintheterritory of Afghanistan controlled by the Taliban under ap-
propriate safeguardsto prevent diversion to military, paramilitary, or ter-
rorist end users or end use or to political end use.

Sec. 4. For the purposes of this order:
(a) theterm “person” means an individual or entity;

(b) the term “entity” means a partnership, association, corporation, or
other organization, group, or subgroup;

(c)the term “the Taliban” means the political/military entity headquar-
tered in Kandahar, Afghanistan that as of the date of this order exercises
defacto control over the territory of Afghanistan described in paragraph
(d) of this section, its agencies and instrumentalities, and the Taliban
leaderslisted in the Annex to this order or designated by the Secretary of
State in consultation with the Secretary of the Treasury and the Attorney
General. The Taliban is aso known as the “ Taleban,” “Islamic Move-
ment of Taliban,” “the Taliban Islamic Movement,” “Talibano Islami
Tahrik,” and “Tahrike IsSlami’a Taliban”;

(d) theterm “territory of Afghanistan controlled by the Taliban” means
theterritory referredto asthe” Islamic Emirate of Afghanistan,” knownin
Pashtunas“de Afghanistan |slami Emarat” orin Dari as“Emarat |lami-e
Afghanistan,” including the following provinces of the country of Af-
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ghanistan: Kandahar, Farah, Helmund, Nimruz, Herat, Badghis, Ghowr,
Oruzghon, Zabol, Paktiha, Ghazni, Nangarhar, Lowgar, Vardan, Faryab,
Jowlan, Balkh, and Paktika. The Secretary of State, in consultation with
the Secretary of the Treasury, is hereby authorized to modify the descrip-
tion of the term “territory of Afghanistan controlled by the Taliban”;

(e) theterm “ United States person” means any United Statescitizen, per-
manent resident alien, entity organized under the laws of the United
States (including foreign branches), or any person in the United States.

Sec. 5. The Secretary of the Treasury, in consultation with the Secretary
of State and the Attorney General, is hereby authorized to take such ac-
tions, including the promul gation of rules and regulations, and to employ
all powers granted to me by IEEPA as may be necessary to carry out the
purposes of thisorder. The Secretary of the Treasury may redel egate any
of thesefunctionsto other officersand agencies of the United States Gov-
ernment. All agencies of the United States Government are hereby di-
rected to take all appropriate measures within their authority to carry out
the provisions of this order.

Sec. 6. Nothing contained in this order shall create any right or benefit,
substantive or procedural, enforceable by any party against the United
States, its agencies or instrumentalities, its officers or employees, or any
other person.

Sec. 7.

(a) Thisorder iseffectiveat 12:01 am. Eastern Daylight Time on July 6,
1999.

(b) This order shall be transmitted to the Congress and published in the
Federal Register.

THE WHITE HOUSE,
July 4, 1999
ANNEX

Mohammed Omar (Amir al-Mumineen [Commander of the Faithful])”

STATE DETERMINATIONS (IN CONSULTATION WITH
TREASURY):

Effective July 22, 1999, the term “territory of Afghanistan controlled by the Taliban”
in the Executive Order was modified to include the city of Kabul, Afghanistan.

VI1Il. Reporting and Procedures

Reporting and Procedures Regulations (31 C.F.R. Part 501)

OFAC now has a uniform requirement across all of its sanctions pro-
grams that records be maintained for five years.

Reports have also been standardized:

Department of the Treasury

Reportson Blockingsand Reject Items- Blocking reportsmust befiled
within 10 days of blocking. They preferably should be tel etransmitted to
OFAC' sCompliance ProgramsDivision at 202/622-2426 and must iden-
tify: the owner or account party, the property, the property’ slocation, any
existing or new account number or similar reference necessary to identify
the property, actual or estimated value, the date it was blocked, a photo-
copy of the payment or transfer instructions (if the blocking involves a
payment or transfer of funds), a confirmation that the payment has been
deposited into anew or existing blocked account whichisclearly labeled
as such and is established in the name of, or contains a means of clearly
identifying theinterest of, theindividual or entity subject to blocking, the
name and address of the holder, and the name and tel ephone number of a
contact person from whom compliance information can be obtained. Re-
ports on reject items also must be filed within 10 days and include: the
name and address of the transferee financial institution, the date and
amount of the transfer, a photocopy of the payment or transfer instruc-
tionsreceived, thebasisfor rejection, and thename and tel ephone number
of acontact person at thetransfereefinancial institution fromwhom com-
pliance information can be obtained.

Annual reports on Blocked Property - OFAC requires the filing of a
comprehensive annual report on blocked property held as of June 30 by
September 30 each year. The report is to be filed using Form TDF 90-
22.50 which is available from OFAC’ s fax-on-demand service or elec-
tronically by clicking on the GPO ACCESS button on OFAC’'s Home
Page or going directly to The Federal Bulletin Board and accessing
OFAC' sextended el ectronic information reading room, the FAC_MISC
filelibrary. Requeststo submit theinformation in an alternativeformat or
for an extension of the reporting deadline are invited and will be consid-
ered on a case-by-case basis by OFAC.

Reportson litigation, arbitration and disputeresolution proceedings
- U.S. personsinvolved inlitigation, arbitration, or other binding alterna-
tive dispute resolution proceedings regarding blocked property must:
provide notice of such proceedingsto OFAC Chief Counsel, submit cop-
ies of all documents associated with such proceedings within 10 days of
their filing to OFAC Chief Counsel at U.S. Treasury Department, 1500
PennsylvaniaAve., NW - 3123 Annex, Washington, DC 20220, and fax
information about the scheduling of any hearing or status conference to
OFAC Chief Counsel at 202/622-1911.

Licensingrequests-License applicationsare not accepted by fax or el ec-
tronically, unless specifically authorized. Most applications may be sub-
mitted in letter format, with the exception of license applications for the
unblocking of fundstransfers. Applicationsfor the unblocking of funds
transfers must be submitted using TD-F 90-22.54, “Application for the
Release of Blocked Funds,” accompanied by two compl ete copies of the
entire submission. The form, which requires information regarding the
date of theblocking, thefinancial institutionsinvolvedinthetransfer, and
the beneficiary and amount of the transfer, may be obtained from the
OFAC Internet Home Page: <http://www.treas.gov/ofac> and the OFAC
fax-on-demand service: 202/622-0077. Any person having aninterestin
atransaction or proposed transaction may file an application for alicense
authorizing thetransaction. For individuals, if U.S., inclusion of asocial
security number is recommended but not required. For corporations or
other entities, the application should includeaprincipal placeof business,
the state of incorporation or organization, and, if U.S., ataxpayer indenti-
fication number. Applications should be sent to the Licensing Division,
Officeof Foreign Assets Control, 1500 PennsylvaniaAvenue, N.W., An-
nex 2, Washington, D.C. 20220.
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A SYNOPSIS FOR EXPORTERS AND IMPORTERS

A Texas importer sends $50,000 to the account of a French exporter at Banque Intercontinentale Arabe (“BIA”) in Paris as advance payment
for a shipment of wine. The company never gets its wine because the French seller claims non-receipt of the funds which were blocked at a U.S.
bank because BIA is a Specially Designated National of Libya. In addition, the importer is fined $11,000 for violating the International Emergency

Economic Powers Act.

A Milwaukee exporter makes 6 separate shipments of T.V. sets to Trover S.A. of Cristobal, Panama. It is fined $300,000 for trading with
a Specially Designated National of Cuba in violation of the Trading with the Enemy Act.

A New York manufacturer ships a container of air purifiers to a customer in Dubai and presents documents for payment under a letter of
credit issued by the Arab Bank for Investment and Foreign Trade in Abu Dhabi. Not only is the company not paid; it pays an $11,000 fine for dealing

with a Libyan bank.

A California company, working through a broker, charters a vessel to ship fishmeal from Chile to Japan. The nominated vessel turns out
to be the M/V Emerald Islands owned by Bettina Shipping Co. Ltd. Both the vessel and the vessel owner are listed as Specially Designated Nationals

of Cuba. The company pays $50,000 in fines.

A Florida citrus firm imports $1 million worth of Brazilian concentrate to mix with its orange juice. It remits payment to the Brazilians’ bank
in Rio de Janiero. Not only doesn’t the money arrive, but the Florida company faces a penalty of up to $250,000 for dealing with Banco Brasileiro-

Iraquiano, a Specially Designated National of Iraq.

These examplesillustrate how costly itcan be to run afoul of sanctions laws
enforced by the U.S. Treasury Department’s Office of Foreign Assets
Control (“OFAC”). OFAC administers sanctions and embargo programs
involving Libya, Iran, Irag, Sudan, Cuba, the Taliban in Afghanistan, and the
Federal Republic of Yugoslavia (Serbia & Montenegro), prohibitions against
certain exports, imports, and services relating to the UNITA faction in
Angola, restrictions on new investments in Burma (Myanmar), and prohibi-
tions againsttransactions with international terrorists and narcotics traffick-
ers, imports from designated foreign persons who promote the proliferation
of weapons of mass destruction, imports from North Korea, and the receipt
of certain funds from the governments of Syria or North Korea.

These sanctions are based on Presidential directives and Congressional
mandates under a number of statutes, the most important of which are:
the Trading with the Enemy Act, 50 U.S.C. App. 1-44, the International
Emergency Economic Powers Act, 50 U.S.C. 1701-06, the United
Nations Participation Act, 22 U.S.C. 287c, the Cuban Democracy Act, 22
U.S.C. 6001-6010, the Cuban Liberty and Democratic Solidarity
(LIBERTAD) Act, 22 U.S.C. 6021-91, the Antiterrorism and Effective Death
Penalty Act (enacting8U.S.C.219,18U.S.C.2332dand 18 U.S.C.2339b),
and the Foreign Narcotics Kingpin Designation Act (to be codified at 21
U.S.C. 1901-1908). OFAC has jurisdiction over all U.S. citizens and
permanent residents, companies organized in the United States, foreign
branches of U.S. companies, individuals and entities located in the United
States, and (for sanctions against Cuba and North Korea) foreign subsid-
iaries owned or controlled by U.S. individuals or companies. U.S. citizens
and permanent residentaliens working as employees, officers, or directors

of offshore companies need to be aware that theirinvolvementin transac-
tions may violate U.S. sanctions even if their employer is not subject to
OFAC urisdiction. Depending on the program involved, criminal violations
of the statutes administered by OFAC canresultin corporate and personal
fines of up to $1 million and 12 years in jail. OFAC also has the authority
to impose civil penalties. In the case of sanctions against Iraq, civil
penalties of up to $275,000 per infraction are authorized.

This synopsis is only a brief summary of the major elements of OFAC's
economic sanctions programs. There is also a more extensive sum-
mary inalonger publication entitied Foreign Assets Control Regulations
for Exporters and Importers. ~ More importantly, U.S. businesses,
individuals, and others subjectto OFAC jurisdiction need to realize that
they must comply with the full legal requirements of OFAC's programs,
which are set forth in the applicable statutes, Presidential proclama-
tions, Executive orders, and the implementing regulations foundin Title
31, Chapter V of the Code of Federal Regulations and in Federal
Register documents that update the provisions of Chapter V. For
further assistance, contact OFAC’s Licensing Division at 202/622-
2480, OFAC's Compliance Programs Division at 202/622-2490, or
either, in writing, at the Office of Foreign Assets Control, U.S.
Department of the Treasury, 1500 Pennsylvania Avenue, N.W., Wash-
ington, D.C. 20220.
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General Trade Restrictions by Country:

Cuba (31 C.F.R. Part 515):

No exports or reexports of goods, services, or technology to Cuba, except food and agricultural commodities licensed by U.S. Commerce; no imports of goods or services from Cuba; no dealing

in Cuban origin goods; no brokering of Cuban trade contracts; no use of Cuban-owned vessels.

North Korea (31 C.F.R. Part 500):
Imports require prior notification to and approval of the Office of Foreign Assets Control.

Libya (31 C.F.R. Part 550):

No exports of goods, services, or technology to Libya, except food, medicine & medical equipment licensed by OFAC; no imports of goods or services from Libya; no brokering of Libyan trade

contracts.

Iraq (31 C.F.R. Part 575):

No exports or reexports of goods, services, or technology to Irag; no imports of goods or services from Irag; no dealing in Iragi origin goods; no brokering of Iraqgi trade contracts; participation
in U.N. "Oil for Food Program" involving purchases of oil and sales of food & medicine through OFAC specific license.

Iran (31 C.F.R. Parts 560 & 535):

No exports or reexports of goods, services, or technology to Iran, except food, medicine & medical equipment licensed by OFAC; no imports of goods or services from Iran, except as listed in
amendments to the ITR on 04-28-2000; no dealing in Iranian origin goods, except as listed in amendments to the ITR on 04-28-2000.

Governments of the Federal Republic of Yugoslavia [Serbia & Montenegro] and the Republic of Serbia (31 C.F.R. Part 586):
No exports or imports of goods, services, or technology, except food & medicine licensed by U.S. Commerce; no brokering of trade contracts; no new investment in Serbia; Montenegro generally

licensed; general license also issued for Territory of Kosovo (see it for details).

Angola [UNITA] (31 C.F.R. Part 590):

No exports of arms, arms materiel, petroleum, petroleum products, aircraft, or aircraft components to UNITA or unapproved locations in Angola; no exports of mining equipment, motorized
vehicles, watercraft, spare parts for motorized vehicles or watercraft, mining services, or ground or waterborne transportation services to unapproved locations in Angola; no aviation or insurance
services to certain Angolan aircraft or to aircraft that entered at unapproved locations in Angola; no imports of uncertified diamonds from Angola.

Burma [Myanmar] (31 C.F.R. Part 537):
No new investments; most trade in goods, services, and technology is exempt.

Sudan (31 C.F.R. Part 598):

No exports or reexports of goods, services, or technology to Sudan, except food, medicine & medical equipment licensed by OFAC; no imports of goods or services from Sudan; no dealing

in Sudanese origin goods; no brokering of Sudanese trade contracts.

Syria (31 C.F.R. Part 596):

No receipt of unlicensed donations from government by U.S. persons; no financial transaction in which a U.S. person knows or has reasonable cause to believe there is a risk of furthering

terrorist acts in the United States.

Weapons of Mass Destruction (31 C.F.R. Part 539):

No imports of goods, technology, or services produced or provided by foreign persons designated by Secretary of State who promote proliferation of weapons of mass destruction.

Afghanistan [Taliban]

No imports or exports of goods or services to or from the Taliban or to or from areas of Afghanistan controlled by the Taliban, except as authorized by OFAC.

Each sanctions regime is driven by different U.S. foreign policy concerns
and involves different levels of restrictions. For the most part, U.S.
persons cannot trade with the targets and are required to “block” or
“freeze” property in which the targets have an interest. Property subject
to blocking includes goods, deposits, funds transfers, loans, letter of
credit contracts, real estate, drafts and negotiable shipping documents-
-essentially anything of value, tangible or intangible. Narrow trade
exceptions, such as for information and informational materials or
humanitarian goods, may be available. Specificlicenses are also available
toenable the export of food, medicine, and medical supplies to sanctioned
countries. Consult the pertinent regulations, OFAC Licensing, or OFAC
Compliance Programs with regard to specific cases.

U.S. sanctions go far beyond the borders of target countries. Treasury
has identified and listed in the appendices to Title 31, Chapter V of the
Code of Federal Regulations numerous front organizations known as
“Specially Designated Nationals” ("SDNs"). The master list of SDNs
contains over 5,000 entries--variations on the names of individuals,
companies, vessels and banks all over the globe. U.S. companies, for
example, cannot deal with Atlas Air Conditioning Company Ltd. in
London, England because of its links to Irag, and banking transactions
involving the Arab Turkish Bank in Istanbul (“ATB”) are frozen when they
come into the possession or control of U.S. banks because of Libya’s
involvement in ATB. Groups such as terrorists and narcotics traffickers
are also targeted. U.S. exporters cannot, for example, send shipments
to Copservir Ltda., a major drug store chain in Colombia, because it is
associated with the Cali cartel and listed as a Specially Designated
Narcotics Trafficker. It is critical for all U.S. exporters and importers to
be familiar with and keep current with OFAC's SDN list.

To assure that illegal transactions are not processed, many exporters
and importers have turned to sophisticated name-recognition "interdict"
software to scan purchase orders and financial transactions. Some of
the filters, which are available commercially,contain every name on
OFAC's SDN list along with geographical names for embargoed coun-
tries and cities. In addition, OFAC's public domain information can be
used by wordprocessing programs to do simple name searches and
OFAC provides fixed field and delimited versions of its list which can be
read automatically into database programs.

Keeping current:

- Whenever there is an update, it is on OFAC’s Internet Home Page-- <http://

www.treas.gov/ofac>, which provides both graphical and text-only interface.
The [DATE] changes on the face of the Page when there is new information so that users can
structure their Internet connection to use a Web browser to watch for that date change, check
a “What's new?” file to get details, and download OFAC’s latest material. Access is provided
to all OFAC-related Executive Orders, U.N. Resolutions, statutes, regulations, and the Code
of Federal Regulations as well as to brochures in ASCII and *.PDF formats, and to OFAC’s
extended electronic information reading room at GPO (FAC_MISC).

= OFAC operates a free automated fax-on-demand service, which can be accessed

24 hours a day, seven days a week by dialing 202/622-0077 from any touchtone
phone and following voice prompts. OFAC documents kept up to date on the system include
all those available at OFAC’s Web site as well as licensing guidelines and copies of Federal
Register notices (including notices filed, but not yet printed in the Federal Register). The “Index
of Available Documents” is date-specific.

L] The Federal Bulletin Board of the U. S. Government Printing Office (a.k.a. "GPO

ACCESS") is a free service which is linked to the Federal Register and carries all
OFAC brochures in ASCII and *.PDF format, as well as the entire Code of Federal Regulations
containing OFAC regulations, all Federal Register notices that OFAC puts out, and OFAC’s
extended electronic reading room. For information on the Federal Bulletin Board, call 202/512-
1530 or dial 202/512-1387 or <http://fedbbs.access.gpo.gov/treasury.htm> to connect.

- The U.S. Maritime Administration's Web site at <http://marad.dot.gov> con-
tains a special link to OFAC's brochures and information, including a flashing
indication of late-breaking updates.

- The U.S. Customs Service maintains a free Customs Electronic Bulletin Board

geared especially toward Customs House Brokers (OFAC'’s information is avail-
able as a date-specific self-extracting DOS file, “OFAC*.EXE” under “Files,” then “Customs
Extral,” via the Internet at <http://209.122.8.97> or “cebb.customs.treas.gov.”

@ The U.S. Commerce Department’s National Trade Data Bank (NTDB) operates a

CD-Rom service providing a massive amount of international trade information,
including OFAC material, on a monthly basis to small and medium sized companies. There is
a nominal charge for a subscription. For information, call 202/482-1986.

L Numerous other industry groups link to OFAC's website, among them: the

International Financial Services Association (<http://www.intlbanking.org>), the
International Banking Operations Association (<http://www.iboa.com>), the National
Association of Securities Dealers (<http://www.masdr.com>), the Securities and Exchange
Commission (<http://www.sec.gov>); the Securities Industry Association (<http://
www.sia.com>), the American Society of Travel Agents (<http://www.astanet.com>), the
Institute of Real Estate Management (<http://www.irem.org>), and the Commercial
Investment Real Estate Institute (<http://www.cre.org>).




PROGRAM

BLOCKING TARGETS

TRADE RESTRICTIONS

Burma
(Myanmar)

* No blocking provisions.

- No new investments.
- Most trade in goods, services and technology is exempt.

Cuba

* Cuban nationals, wherever located.

* Persons and entities located in Cuba.

* Government of Cuba.

* Specially Designated Nationals of Cuba.

- No exports of goods or servicesto Cuba, except food and agricultural commodities licensed by U.S. Commerce to independent
nongovernmental entities.

- No imports of goods or services from Cuba.

- No dealing in Cuban origin goods.

- No brokering of Cuban trade contracts.

- Informational materials exempted from export and import prohibitions. o

- Food donations to non-governmental organizations exempted from export prohibitions.

- ijft parcgs exempted from export prohibitions; for-profit organizations licensed by U.S. Commerce may consolidate & ship multiple
gift parcels.

- Humanitarian exports licensed by U.S. Commerce.

Iran

* No blocking provisions after 1981.

- No exports or reexports of goods or services, or technology to Iran, except food, medicine & medica equipment licensed by OFAC.
- No imports of goods or services from Iran except as listed in an amendment to the I TR on 04/28/2000.

- No dealing in Iranian origin goods except as listed in an amendment to the I TR on 04/28/2000.

- No facilitation of Iran-related transactions by third country firms.

- Informational materials exempted from export and import prohibitions.

Irag

* Government of Irag. ]
* Specially Designated Nationals of Irag.

- No exports of goods or services to Irag or imports of goods or services from Irag.
- No dealing in Iragi origin goods.

- No brokering of Iraqi trade contracts.

- Humanitarian exports licensed by OFAC.

Libya

* Government of Libya.
* Specially Designated Nationals of Libya

- No exports of goods, services, or technology to Libya, except food, medicine & medical equipment licensed by OFAC, or imports of
goods or services from Liat()}/a

- No brokering of Libyan trade contracts.

- Publications exempted from import and export prohibitions.

- Donated humanitarian goods exempted from export prohibitions.

North Korea

* Property blocked prior to June 19, 2000 remains blocked.

- Imports require prior notification to and approval of the Office of Foreign Assets Control.

Sudan

* Government of Sudan.
* Specially Designated Nationals of Sudan.

- No exports of goods, services, or technology to Sudan, except food, medicine & medical equipment licensed by OFAC, or imports of
goods or services from Sudan.

- No brokering of Sudanese trade contracts.

- Publications exempted from import and export prohibitions.

- Donated humanitarian goods exempted from export prohibitions.

Syria

* Banks must retain transfersidentified as being terrorism.

- No receipt of unlicenced donations from govt. by U.S. persons.
- No fi_nanﬁ:iadJ trsansacti on with govt. in which U.S. person knows or has reasonable cause to believe there is risk of furthering terrorist
actsinthe U.S.

Angola
(UNITA)

* UNITA.
* Designated senior officials of UNITA & designated adult
members of their immediate families.

- No sale of supply of aircraft, aircraft components, arms and related materiel, petroleum or petroleum Products, equipment used in
mining, motorized vehicles, watercraft, or parts for motorized vehicles or watercraft to the territory of Angola other than through
designated points of entry.

- No sdeor suPpI_y of mining services or ground or waterborne transportation services to personsin designated areas of Angola.

-No |mp§rts ol d|ar|nonds exported from Angola unless controlled through Certificate of Origin regime of Angolan Govt. of Unity &
National Reconciliation

Federal Republic of

* Governments of FRY [S&M] & the Republic of Serbia.

- No exports of goods (including petroleum or petroleum products), software, technology (including technical data), or servicesto the

Y ugoslavia * Banks organized or located in the Republic of Serbia. FRY (S&M).

(Serbiaand * State- or socially-owned entities organized or located in - No imports of goods software, technology (including technical data), or services, regardless of country of origin, from the FRY (S&M).

Montenegro) the Republic of  Serbia. - No brokering of FRY (S& M) trade contracts.

[FRY (S&M)] * Specially Designated Nationals of the FRY (S&M). - No new investment in FRY (S&M).

* Assets blocked prior to December 7, 1995. - Trade transactions with the Government of Montenegro and the Republic of Montenegro are generally licensed; generd license also
issued for the Territory of Kosovo (seeit for details). o i ] o )
- Humanitarian exports, including the commercial sale of medicine, medical and agricultural products, may be specifically licensed by

U.S. Commerce.

Narcotics * Specially Designated Narcotics Traffickers. - No dealings in support of Specially Designated Narcotics Traffickers.

Terrorism * Specially Designated Terrorists. - No dealings in support of Specially Designated Terrorists.

Weapons of Mass

* No blocking provisions.

- No imports of goods, technology, or services produced or provided by foreign persons designated by the Secretary of State who

Destruction (WMD) promote proliferation of weapons of mass destruction.
Afghanistan * The Taliban - No imports or exports of goods or services to or from the Taliban or to or from areas controlled by the Taliban, except as authorized by
(Taliban) * Specially Designated Persons. OFAC.

(06-19-00)




A SUMVARY COF REGULATI ONS RELATI NG TO COMMERCI AL SALES OF FOOD,
MEDI CI NE, AND MEDI CAL EQUI PMENT TO | RAN, LI BYA, AND SUDAN

OFAC has taken steps, after close consultation with the
Departnents of State and Agriculture, to inplenment the policy
announced by President Clinton on April 28 to authorize, with
appropri ate saf eguards, commercial sal es of food, nedicine and
nmedi cal equi prent under existing unilateral sanctions regines.
This policy affirnmed the President’s earlier statenent that
“...food and ot her human necessities should not be used as a
tool of foreign policy except under extraordinary
circunstances.” The inplenentation is in the form of
regul ati ons anendi ng the current sanctions reginmes for Iran,

Li bya and Sudan in accordance with guidance fromthe Depart nent
of State devel oped followi ng an interagency process. The new
regul ations provide that |licenses will be issued--on a case-by-
case basis and with appropriate safeguards--to all ow commerci al
sal es of food, nedicine and nedical equi pnment to approved buyers
in lran, Libya and Sudan.

WHAT | TEMS ARE COVERED UNDER THI'S NEW PCLI CY?

This new licensing policy applies to agricultural comodities
and products that are intended for ultimte consunption as food
by humans or animals. This includes raw, processed and packaged

foods, aninmal feeds and pet food, |live food aninals, seeds for
food crops, and reproductive materials for the production of
food animals. It does not include non-food agricultura

commpdi ti es, such as cotton or tobacco.

The new licensing policy also applies to nmedicines, including

t hose adm ni stered by injection, and nedi cal equi pnent, as |ong
as the nedicines and nedi cal equi pnent are not |isted on the
Commerce Control List, which is a list nmaintained by the
Department of Conmerce of goods that are controlled for export
to certain countries for reasons of national security, nuclear
nonproliferation, anti-terrorism and so on.

WHO ARE THE APPROVED BUYERS I N | RAN, LIBYA AND SUDAN?

The specific licenses that are issued under this policy wll
all ow sales to

private individuals acting for their own account;
nongovernnental entities; and

gover nnment procurenment bodies identified by the Ofice of
Foreign Assets Control as not being affiliated with the
coercive organs of the state.



A list of such approved governnent procurenent bodies will be
avai l able on OFAC s Wb site and fromits FAX-on-Denmand service
and will be provided to each licensee. This list will be
updated fromtine to tine, as necessary. |In addition, persons
applying for specific licenses can propose addi ng ot her
qgual i fyi ng governnment procurenment bodies to this |ist.

WHAT PROCEDURES DO PECPLE HAVE TO FOLLOW TO GET A LI CENSE?

The new regul ations set up two different procedures for
obtai ning specific |licenses.

First, there is an expedited |licensing procedure for sal es of
specified bul k agricultural conmmodities listed in an appendix to
the regul ations. Licensees under this procedure will receive
one |license authorizing themto respond to requests for bids, to
enter into binding contracts and to performcontracts. Licenses
will not be Iimted to one contract or transaction, but rather

w Il authorize sales of bulk agricultural commodities over a
specified tine period. Applicants wll not have to identify

t heir purchasers or other sales ternms, such as price, in
advance. The licenses, however, will be subject to certain
condi tions. For exanple:

all sales nust be at prevailing market prices and only to
approved purchasers, who nust be fully identified in the
contracts;

paynent terns nust be consistent with the regulations; and

any applicable |license application requirenments of another
Federal agency nust be satisfied.

Second, for sales of all other food itens, medicines and nedi cal
equi pnent, the regul ations provide a two-step |icensing
procedure that allows for case-by-case review of each contract.
The first step is a general |icense authorizing entry into
executory contracts that make performance contingent upon the
prior approval of the Ofice of Foreign Assets Control. The
executory contracts will have to neet the simlar criteria to
those for bulk agricultural commodity sales contracts and, in
addition, wll have to disclose up front all parties with an
interest in the sale and set forth all the ternms of the sale.
The second step in this |licensing procedure is for the
prospective seller to apply to OFAC for a specific license
permtting performance of the executory contract. The applicant
will have to submt the executory contract to OFAC, as well as
any other information necessary to denonstrate that al



applicabl e requirements have been net. No contract performnce
is permtted until OFAC issues a specific |license.

WHAT TYPES OF PAYMENT TERVB AND FI NANCI NG WLL BE ALLONED FOR THESE SALES?

Certain paynent and financing terns for sales |licensed under the
new policy are authorized by a general |icense. The generally
I icensed paynent and financing terns are limted to:

cash in advance;

sal es on open account, wth the proviso that the account
recei vabl e may not be transferred by the person extending
the credit; or

financing by third-country banks that are neither U S
persons nor |ranian, Libyan or Sudanese gover nment
entities.

U S. banks may advise or confirmletters of credit issued by
t hird-country banks.

In addition, OFAC will consider applications for specific
licenses to authorize other ternms for paynent and financing
where conpliance with the overall sanctions reginme wuld not be
underm ned. Paynents for |icensed sal es--which nust reference
an appropriate OFAC |license--may not involve a debit to a

bl ocked account, or a debit or credit to an account of a person
in lran or of the Governnent of Iran maintained on the books of
a U S depository institution. In order to ensure that paynents
are not bl ocked or rejected, persons sending or receiving them
shoul d be certain that their transfer instructions reference the
underlying OFAC | i cense authorizing their transaction and ought
to be prepared to show their bank a copy of their license.

There will be no U S. Governnent funding or financing in support
of these sal es.

| NCI DENTAL TRANSACTI ONS AND BROKERI NG

The reqgul ations also contain a general |icense authorizing, with
sone limtations, transactions ordinarily incident to a |icensed
transaction, such as shipping, insurance and paynent of port
fees. Since travel to Libya is currently prohibited, a separate
section authorizes travel transactions to, fromand w thin Libya
for the sol e purpose of negotiating contracts authorized by the
general license for entry into executory contracts or by
specific licenses for bulk agricultural commodity sales. U S.
passports nust be validated by the Departnent of State for

travel to Libya.



Finally, there is a provision in the new regul ati ons authori zi ng
U S. persons, on certain conditions, to broker the sale by third
parties of bulk agricultural commodities to approved buyers in

| ran, Libya and Sudan. Were the underlying sale is by a U S
person and nmust be specifically |icensed, brokering is permtted
by general license. Were the underlying sale is a third
country sale and is not subject to OFAC licensing requirenents,
a U S. person nust apply for a specific license to broker the
sal e.

July 26, 1999



ANNUAL REPORT OF BLOCKED PROPERTY
TD F 90- 22. 50

Ofice of Foreign Assets Control
Depart ment of the Treasury
Washi ngton, D.C. 20220

The Office of Foreign Assets Control (OFAC) requires an annual report of all property
bl ocked or funds retained under OFAC Regul ations found in Title 31 of the Code of
Federal Regul ations, Parts 500 through 599. This infornmation is needed by the United
States CGovernnent for planning purposes and to verify conpliance with OFAC Regul ati ons.
The report is to be submtted annually by Septenber 30 to the Conpliance Prograns

Di vi sion, OFAC, Departnment of the Treasury, Washington, D.C. 20220.
Ceneral Instructions

Any person hol ding property bl ocked or funds retai ned under OFAC Regul ations is required
to submit a report on this formconcerning such property. Reports filed in accordance
with OFAC Regul ations are regarded as containing commercial and financial information
which is privileged and confidential. Requests to submt reports in alternative formats
wi Il be considered on a case-by-case basis. For additional copies of the form as well
as other information of interest to holders of blocked property, call OFAC s fax-on-
demand service at (202) 622-0077.

Part A - U S. Person Hol ding Property.

State reporter's corporate nane and address and the nane and tel ephone nunmber of an
i ndi vidual corporate official to contact regarding this report.

Name:

Addr ess:

I ndi vidual to contact regarding this report:

(nane) (title) (tel ephone nunber)

Total nunber of accounts or items reported on Part B:

Conpl ete the certification where applicable. The report is not valid without the
certification.

|, , certify that | amthe

(nane) (title)

of the , that | amauthorized to nake this

(corporate nane)
certification, and that, to the best of ny know edge and belief, the statenents set
forth in this report, including any papers attached hereto or filed herewith, are true
and accurate, and that all material facts in connection with said report have been set
forth herein.

(signature) (date)

PAPERWORK REDUCTI ON ACT STATEMENT: The paperwork requirenent has been cl eared under the Paperwork Reduction Act
of 1980. The Ofice of Foreign Assets Control of the Department of the Treasury requires this information be
furnished pursuant to 50 U.S.C. 1701, and CFR Parts 500 to 600. The information collected will be used for U.S.
Cover nnent pl anni ng purposes and to verify conpliance with OFAC Regul ations. The information will be held
confidential. The estinated burden associated with this collection of information is 4 hours per respondent or
record keeper. Comments concerning the accuracy of this burden estimate and suggestions for reducing this burden
shoul d be directed to the Conpliance Programs Division, Ofice of Foreign Assets Control, Departnent of the
Treasury, Washington, D.C. 20220 and the O fice of Managenment and Budget, paperwork Reduction Project (1505-0164),
Washington, D.C. 20503. An agency may not conduct or sponsor, and a person is not required to respond to, a
collection of information unless it displays a valid control nunber assigned by OVB.



Part B - Property Reported

Identify each account or itemof property separately in the spaces provided bel ow Use additional photocopies of Part B as needed. Use
suppl enental attachnents if the space provided is inadequate. Be sure to indicate the nunber of accounts or items reported on Part B in the
appropri ate space on Part A

Omner . ldentify the owner of the ﬁroperty.
Descri ption. Provide a brief but conprehensive description of the property.
w | nclude account type, nunber, and currency (if other than U S. Dollars) where applicable.
Val ue. Provide the value (or an estimate) of the property as of June 30
w | f a value date other than June 30 is reported, so indicate.
Locati on. List the location or branch where the property is held, if different than the address shown in Part A
Regul ati ons. ldentify the Part of Title 31 of the Code of Federal Regul ations under which this property is bl ocked.

Oaner Description Val ue Location Requl ati ons




U.S. DEPARTMENT OF THE TREASURY
OFFICE OF FOREIGN ASSETS CONTROL

APPLICATION FOR THE RELEASE OF BLOCKED FUNDS G
(WHEN APPROVED, THIS DOCUMENT BECOMES A
SPECIFIC LICENSE AUTHORIZING THE UNBLOCKING
OF THE SUBJECT FUNDS AND THEIR RELEASE
ACCORDING TO THE TERMS HEREOF)

THIS APPLICATION IS HEREBY:

DO NOT WRITE IN THIS BOX — LICENSE APPROVAL ONLY VALID WITH OFAC SEAL

FAC/LICENSE NO.

APPROVED, AND FUNDS MAY BE UNBLOCKED AND RELEASED, WITH VALUE:
G TO ORIGINATOR OR ORIGINATING BANK
G IN ACCORDANCE WITH ORIGINAL PAYMENT INSTRUCTIONS

DENIED (SEE ATTACHED EXPLANATION)

RETURNED WITHOUT ACTION (SEE ATTACHED CHECKLIST)

TYPE OF REQUEST [CHECK APPROPRIATE BOX]

O LICENSE APPLICATION
O REQUEST FOR RECONSIDERATION [PROVIDE
FAC NO. OF PREVIOUS AGENCY ACTION (IF KNOWN)]:

APPLICANT INFORMATION

APPLICANT ADDRESS LINE 1

ADDRESS LINE 2

CITY STATE CONTACT PERSON

TELEPHONE FAX NUMBER

POSTAL CODE COUNTRY

SOCIAL SECURITY/TAXPAYER I.D. NO.
(Required for US Persons)

E-MAIL ADDRESS

CORPORATIONS AND OTHER ENTITIES

PRINCIPAL PLACE OF BUSINESS

STATE OF INCORPORATION OR ORGANIZATION

EMPLOYER IDENTIFICATION NUMBER

THE FOLLOWING INFORMATION, IF KNOWN, SHOULD BE PROVIDED CONCERNING THE BLOCKED FUNDS (USE PAGE 2 AS NEEDED)

NAME & ADDRESS OF FINANCIAL INSTITUTION WHICH BLOCKED FUNDS

AMOUNT BLOCKED DATE OF THE BLOCKING

REMITTER NAME & ADDRESS

REMITTING FINANCIAL INSTITUTION NAME & ADDRESS

INTERMEDIARY FINANCIAL INSTITUTION(S) NAME & ADDRESS

BENEFICIARY FINANCIAL INSTITUTION NAME & ADDRESS

BENEFICIARY NAME & ADDRESS

DESCRIPTION OF UNDERLYING TRANSACTION (ATTACH SEPARATE SHEET AS
NEEDED)

APPLICATION CERTIFICATION: |, THE UNDERSIGNED, HEREBY DECLARE THAT, TO THE BEST OF MY KNOWLEDGE, THE INFORMATION
PROVIDED ON THIS APPLICATION AND ANY ACCOMPANYING DOCUMENTATION IS TRUTHFUL AND COMPLETE.

SIGNATURE NAME OF SIGNER

TITLE OF SIGNER DATE PREPARED

ADDITIONAL COPIES OF THIS FORM MAY BE OBTAINED FROM OFAC'S WEBSITE AT NO CHARGE: <http://www.treas.gov/ofac>




PAGE 2

ADDITIONAL INFORMATON




PAGE 3

INSTRUCTIONS:

WHERE FUNDS HAVE BEEN BLOCKED AT A U.S. FINANCIAL INSTITUTION DUE TO U.S. GOVERNMENT SANCTIONS, A PARTY WITH AN INTEREST
IN THE FUNDS MAY SUBMIT THIS APPLICATION TO THE OFFICE OF FOREIGN ASSETS CONTROL FOR A SPECIFIC LICENSE TO REQUEST THEIR
RELEASE.

¢

¢

¢

TYPE OR PRINT CLEARLY, COMPLETING ALL APPLICABLE SECTIONS.

ATTACH COPIES OF ANY DOCUMENTS RELATED TO THE UNDERLYING TRANSACTION (E.G., INVOICES, BILLS OF LADING,
PHOTOCOPY OF THE ORIGINAL PAYMENT OR TRANSFER INSTRUCTIONS, ETC.).

ALL DOCUMENTS MUST BE IN ENGLISH OR INCLUDE AN ENGLISH TRANSLATION.

FAILURE TO PROVIDE ADEQUATE INFORMATION MAY RESULT IN YOUR APPLICATION BEING RETURNED WITHOUT ACTION.

MAIL THE COMPLETED AND SIGNED APPLICATION, TOGETHER WITH ACCOMPANYING DOCUMENTATION AND TWO COPIES OF THE
ENTIRE SUBMISSION, TO THE OFFICE OF FOREIGN ASSETS CONTROL, 1500 PENNSYLVANIA AVENUE, NW-ANNEX, WASHINGTON,
D.C. 20220, ATTN: BLOCKED FUNDS APPLICATION

APPLICATIONS WILL NOT BE ACCEPTED BY FAX.

UNLESS OTHERWISE PROVIDED, A COPY OF THIS APPLICATION AND ALL RELATED DOCUMENTATION MUST BE RETAINED BY THE
APPLICANT FOR AT LEAST FIVE YEARS AFTER THE DATE OF THE UNDERLYING TRANSACTION.

UNLESS AUTHORIZED BY OFAC, APPLICATIONS MADE BY ANY OTHER METHOD WILL NOT BE CONSIDERED.

TERMS AND CONDITIONS:

C

GRANTED UNDER THE AUTHORITY OF 50 U.S.C. APP. § 5(B), 22 U.S.C § 2370(A), 22 U.S.C. § 6001, AND 31CFR. PARTS 501, AND THE
RELEVANT PART OF 31 CFR PERTAINING TO THE LICENSE

AN APPLICATION THAT HAS BEEN APPROVED, SIGNED BY THE AUTHORIZING OFAC OFFICIAL, AND IMPRESSED WITH AN OFFICIAL
OFAC SEAL IS A SPECIFIC LICENSE.

LICENSEES SHALL FURNISH AND MAKE AVAILABLE FOR INSPECTION ANY RELEVANT INFORMATION, RECORDS OR REPORTS
REQUESTED BY THE SECRETARY OF THE TREASURY OR ANY DULY AUTHORIZED OFFICER OR AGENCY OF THE SECRETARY.

A SPECIFIC LICENSE IS NOT TRANSFERABLE, IS NON-PRECEDENTIAL AND IS SUBJECT TO THE PROVISIONS OF 31CFR PART 501,
THE RELEVANT PART OF 31CFR (PART 500, 515, 535, 536, 538, 550, 575, 585, 586, 595, 597) PERTAINING TO THE SANCTIONS PROGRAM
UNDER WHICH THE TRANSFER WAS BLOCKED AND ANY REGULATIONS OR RULINGS ISSUED PURSUANT THERETO; A LICENSE MAY
BE REVOKED OR MODIFIED AT ANY TIME AT THE DISCRETION OF THE SECRETARY OF THE TREASURY ACTING DIRECTLY OR
THROUGH THE AGENCY THROUGH WHICH THE LICENSE WAS ISSUED, OR ANY OTHER AGENCY DESIGNATED BY THE SECRETARY
OF THE TREASURY. IF A SPECIFIC LICENSE WAS ISSUED AS A RESULT OF WILLFUL MISREPRESENTATION ON THE PART OF THE
APPLICANT OR HIS AGENT, IT MAY, AT THE DISCRETION OF THE SECRETARY OF THE TREASURY, BE DECLARED VOID FROM THE
DATE OF ITS ISSUANCE, OR FROM ANY OTHER DATE.

A SPECIFIC LICENSE DOES NOT EXCUSE COMPLIANCE WITH ANY LAW OR REGULATION ADMINISTERED BY THE OFFICE OF FOREIGN
ASSETS CONTROL OR ANOTHER AGENCY (INCLUDING REPORTING REQUIREMENTS) APPLICABLE TO THE TRANSACTIONS AND
ACTIVITIES THEREIN LICENSED, NOR DOES IT RELEASE THE LICENSEES OR THIRD PARTIES FROM CIVIL OR CRIMINAL LIABILITY FOR
VIOLATION OF ANY LAW OR REGULATION.

A SPECIFIC LICENSE IS ISSUED BY DIRECTION AND ON BEHALF OF THE SECRETARY OF THE TREASURY.

ATTENTION IS DIRECTED TO 19 U.S.C. §8 1592 AND 1595A, 18 U.S.C. § 545, 18 U.S.C. § 1001, 50 U.S.C. APP. § 16, AND SECTION 701 ET
SEQ (PENALTIES) OF THE RELEVANT PART OF 31CFR. PERTAINING TO THE ATTACHED LICENSE.

WARNING!

MAKING FALSE OR MISLEADING STATEMENTS ON OR IN CONNECTION WITH THIS
APPLICATION, ALTERING THE DETERMINATION, OR FORGING THE SIGNATURE OF THE
AUTHORIZING OFFICIAL OR THE OFAC SEAL MAY CONSTITUTE SERIOUS CRIMINAL
AND/OR CIVIL VIOLATIONS OF FEDERAL LAW AND MAY RESULT IN SUBSTANTIAL FINES

PAPERWORK REDUCTION ACT STATEMENT: The paperwork requirement has been cleared under the Paperwork Reduction Act of 1980. The Office of Foreign Assets Control (OFAC) of the Department
of the Treasury requires this information to be furnished pursuant to 31 CFR Part 501. The information collected will be used for U.S. Government to evaluate and process license applications submitted
by applicants whose money has been blocked pursuant to OFAC sanctions. It is the policy of OFAC to protect the confidentiality of information in appropriate cases pursuant to the exemptions from disclosure
provided under the Freedom of Information Act and the Privacy Act. The estimated burden associated with this collection of information is 30 minutes per respondent. Comments concerning the accuracy
of this burden estimate and suggestions for reducing this burden should be directed to the Compliance Programs Division, Office of Foreign Assets Control, Department of the Treasury, 1500 Pennsylvania
Ave., N.W., Washington, D.C. 20220 and the Office of Management and Budget, Paperwork Reduction Project (OMB NUMBER WILL BE INSERTED HERE), Washington, D.C. 20503. An agency may not
conduct or sponsor, and a person is not required to respond to, a collection of information unless it displays a valid control number assigned by OMB.

Form Approved TD F 90-22.54
OMB No.: 1505-0170
Expiration Date: 11/30/2002
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